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1 Chapterl: General Information

1.1 General description

LEHMANN Management Software (hereafter referred to as LMSpisware based on Microsoft
Windows® for the assignment and administration of user rights as well as for the configuration of
LEHMANN RFID systenvau carefficiently create and manage access righith the software

LMS This document supports you in using the software. The manual provides you with information
to configure and operate the LMS software and RFID systems

Please read the respective operating instructiong(#410 L033A02)for the installation of the
RFID systesand for basic informatiomboutthe RFID systegincluding the safety instructions

The operating instructions for your system can be found on the Internetat.lehmann
locks.comPlease read the safety and installation guidelines in the operating instructions of the
respective RFID systems. Furthermore, you will find instructions for commissioning and battery
replacement in the respective operating instructions. Read the respegtigeating instructions

and this user guide carefully before installation and commissioning.

Text and graphics have been prepared with care. For nevertheless occurring errors no liability is
taken overWe reserve the right to make technical changes

1.2 Online and offline mode

All Lehmann RFID locfexcept CAPTOS centredin be used in offline mode. In offline mode, the
locks are configured either with master and programming cards or with the LEHMANN
Management Software LMS. If the locks are configured with the LMS in offline mode, the locks
are not directly connected tthe LMS via the customer's network. In offline mode, configuration
and authorization changes are manually transferred from the LMS to the individuablpukig

the LEHMANN Data Transfer app.

The networked LEHMANN RFID systems CAPTOS and CAPTOS iCharge can be used either offline
or online.The CAPTOS central lock can only be irsedlinemodein conjunction with a

LEHMANN Central Control Parielonlinemode, the CAPTQEAPTOS iChargad CAPTOS

centrallocks are connected directly to the customer's network and thus to the LMS via a primary
controller. Configurations, authorizations and status information are updated in real time

between the LMS and the online locks.

Mixed operation of online and offline locksthe LMSs possible

1.3 Components of a LMS project
To operate an RFID system with the LMS software, the following components are required:
1 MIFARE®FID system
0 CapturaMIFARE CAPTURA neolMARE
o RFID lock M300, M40M500,M410, M6100or M420with CAPIO MIFARE RFID
reacer or RFID readelt033with firmware 0.1.79 or higher
0 CAPTOBIIFARE CAPTOS iChariFARE
0o GIRO RFID MARE
0 VERTO RFID MIFARE
1 LEGIC RFID system
o CAPTURAEGIC


http://www.lehmann-locks.com/
http://www.lehmann-locks.com/
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o RFID lock M300, M500, M41610or M420with CARO LEGIC RFID reader or
RFID reader LOAGith firmware 1.010 or higher

o CAPTOS LEGIC/CAPTOS iCla@j€L
CAPTOS central / CAPTOS iChangfeate
Transponder(requiremens about supported tansponders can be found in 1.2.2)
LMS incl. corresponding license key (the LMS Online license key is required for online
operation with CAPTOQSAPTOS iChargad CAPTOS centfalAPTO®harge central
locks)
App LEHMANN Data Transfer for Andfoésed and NF€nabled smartphones or
tablets for data exchange between the software and the RFID systems
USBdeasktop reade(Elatec TWN4pr LEHMANN Management Software
Optional: Central Control Pan@rfsupported applications

The following components are also required for online operation with CARJAFS OS iCharge
and CAPTOS centfdfAPTOS iCharge centicdks:

T

)l
T
T

Primary controller and, if applicable, secondary controller

Powerunit including power plug for controller

Connecting cabks

Connection of the primary controller to the customer's local area network (LAN).
Ethernet cable is not included.

1.3.1 RFIBSystem
The RFID system is a compact, bat@pgrated furniture lock. There are two modes of
operation available:

Operating Description
mode

Assigned use | There is a fixedssignmenbetween the transponders and the locks. T

transponders receive authorizations for the respective lock. Atthe s
time, a transponder can be granted access authorization for se
locks in the operating modea%signed use

Shared use The user carlosea lock of his choicith his transponderlf a lock is

closed with the transponder, the transponder and the lock are coup
to each other The transponder cannot be used at any other lock in
operating mode "shared use". This coupling is only canceled when
user reopens the lock with his transponder. The transponder can n
be used for another lock in operating motghared usé. The
transponder can be used in parallel on locksassigned usemode.

When operating the RFID systems with the LMS software, transpo
can also be permanently assigned to the locks in the operating n
“shared usk (see"assigned usg. This is necessary, for example, for
emergency opening. Note: RFID systems operating mmh ar e
mode are represented by an asterigkfront of the namen the matrix.

Unlimited This operating mode is similar to thehared usémode.The user can
Shared Use closea lock of his choiceith his transponderl|f a lock is closed with

the transponder, the transponder and the lock gr@redto each
other. This pairing is only released when the user opens the lock ag

7
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with histransponder. In "Unlimited Shared Use" mode, multiple lock
can belockedsimultaneously using a single transponder. ATTENTI(
A single transponder can be usedaakall locks in this mode!
Therefore, the application must be assessed and adapted accordin
the specific circumstances.
Please note that in "Unlimited Shared Use" mode, transponders thi
have not been registered in the LMS can also be used with theiloch
this mode.

Certain transponder types may not support trehared uskoperating
mode. In this case, the "Unlimited Shared Use" operating nmiggt
be activated upon requegimust be tested in advange

ATTENTION: Please note the instructi@uarding the transponderis the operating
instructionsof the RFID systerhs

1.3.2 Supported transponders

The LMS software supports MIFARE® DESFire® EVAEEf{@&Ansponders. The LEHMANN
transponders (user cards) correspond to this type and haire 4K storage capacity. Third
party transponders with the abowveentioned specifications might be supported. It is
recommended to use transponders with at least 4K or more.

LEGIC advent transpondexith LEGIC stamgre also supported in the software LMEGIC
Access and a LEGIC data segment with 832 bytes for the use of LMS must be available on the
transponders.

Furthermore, it is possible to activaie the LMS to use only the UID of a transponder. The

lower security standard and limited functionality must be taken into account here. For
example, the Sharedusemodeand t herefore the “Lockamot I nf o”
supported; permissionscannot be written to the transponders but must be manually
transferred to the locks, depending on whether the project is online or offlinerefore, the
“Virtual Net wor k” feature i s nlothiscase,pMpFAREt ed f
Classic or IEHC prime transponders are supported in the corresponding project. The RFID
technology (MIFARE, LEGIC, HID) must be selected. "Allow UID usage" can be activated under

the "Project Settings" menu item.

Depending on the available storage space, up to 250 authorizations camgemmedto a
transponder. If more than 250 authorizations aejuired on a transponder (e.gcard for
facility management), apecialtransponder type (see point 4.2.8)ustbe configured.

Third-party transponders (transponders not purchased from LEHMANN) must be checked for
compatibility and RFID reading range in advance.

1.3.3 LEHMANN Management Software

The LMS software is available for download free of charge from the website
https://Ims.lehmannlocks.comTo activate the software, a licence key is required, whaist

be purchased from LEHMANN.
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The software is operated and managed by the customer on the customer's own IT
infrastructure.With the licerce keys "LMS" and "LMS Onlir@ie administrator worlplaceis
activated in the LMS softwardn addition to the basic version, additional modules for the
software can be activated via further licence keys. The software can be used as a standalone
solution (for example on a laptop) or asserverclient configuration in a network solutiomn

the network solution, several authorized persons can actlesslatabase at the same time.

This function can be activated via a licence extendios.not possible to register as an LMS
user at several workstations at the same tifiéhen operating CAPTOSAPTOS iChargad
CAPTOS centralcks in online mode, a clientserver-configuration is recommended

% LEHMANN Management Software - m} X

LEHMANN A e

LEHMANN Management Software

Matrix

|

Transponders
GE Transponders
E:S Transponder groups

Locks

Locks
Locks
Lock groups

|

Data transfer Transponders
ki Data transfer
am Read transponder

&l Program transponders
X4 Program locks
Import / export

"%{

LMS users
£ Projects

= Project settings

% System settings

© sbout v
)

User:  Admin USB desktop reader: Project: |Project1 w

Figure LMSGUI

1.3.4 AppLEHMANN Data Transfer

LEHMANN Data Transfer is an app for data exchange between the software LMS and the
LEHMANNRFID system®.g. programming locks in offline and online moddje app cannot

be used for CAPTOS central loéks Androidbased and NF€nabled smartphone or tablet is
required. Install the LEHMANN Data Transfer app from the Google PlayStore on the
smartphone or tabletFurther information about the operation of the App LEHMANN Data
Transfer can be found in the menu of the app under the itétalg’. Below is the QR code for

the app LEHMANN Data Transfer in Google PlayStore.
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1.3.5 USBdesktop reader fo.EHMANN Management Software

Connect the USB desktop reader to the laptop / PC. The Elatec firmware version 3.06
(TWN4_CCx306_PRS104_Core_CDC_Simple_Protocol.bix) must be installed on the USB
desktop reader. The USB desktop reader connects automatically when you start the software
for the first time.

1.4 Software vsusing MasteCardsand Programming Cards
With the use of the LMS software there are many advantages and new functions in the context of
user administration and the configuration of the RFID systems compared to the programming with
master and programming cards (see operating instructions of thie Rstems). In addition to new
functions, there are also new processes for some existing functions. Please pay your attention to
the following points:
- Operating modé shared usé
When operating the RFID systems with master and programming cards, only one
transponder can be paired with the respective lock in operating nigtiared usé. When
using the LMS software, further transponders can also be permanently assigned to locks
i n mode “ s h a'Assighedwskeeperatiigsmmde). This is necessary for an
emergency openingn the offline mode Even when using the LMS software, only one
transponder can be coupled with a lock in operating mtsleared usé. This transponder
is blocled for further RFID systems in the operating médieared usé until the coupling
is canceled.
- Configuration of RFID systems
The entire configuration of the RFID systems takes place in the LMS software. Functions
such as activation / deactivation of acoustic signals, resetting to factory settings, change
of operating mode etc. are carried out without master and programming cartie
settings of the RFID systems are configured in the LMS software and transomilitesl in
reattime to the RFID systenty with the app LEHMANN Data Transfer on a smartphone
in the offline mode Simultaneous use of LMS and master and programmingsdardot
possible!
- Automatic Opening
This is a new feature for LEHMANN RFID systems that allows automatic opening after a
period of time or at a fixed time. This function can be activated for RFID systems in both
operating modesThe function is deactivated in the factory setting

- Automatic Closing
A new feature for LEHMANN RFID systems that allows automatic locking after a period of
time or at a fixed time. This function can only be activated for RFID systémassigned
us€’ operating mode. Note that this feature is only suitable for locks with a sjoiaged
bolt.

- Activity logging
Activities at the RFID systems can be loggiedl displayed online in re#ime or in offline
operationsby using the smartphone with the app LEHMANN Data Trangfé function
is deactivated in the factory settisglf required, the log files can only be displayed with a
2-factor authentication. Furthermore, you can set how long the data should be stored in
the software (factory setting 14 days). The display of the data is only possibld K&
users with“admin rights.

10
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- Replace transponders
If a transpondelis not available any morehe authorizations can easily and quickly be
transferred to a new transponder.

- Emergency opening
The emergency opening is possible vatandardtransponders. For this purpose, the
authorization for therespectiveRFID systers given to dransponder in the LMS
software

ATTENTION:

Deleting or losing the LMS database or losing all administrator passwords means that all locks
programmed in the LMS database become unusable if the RFID systems were not reset to the factory
delivery status. Losing all administrator passwords means that no configuration or authorization
changes are possible for all locks.

It is therefore strongly recommended to carry out regular backups (see point 4.5.1) or to install the
database on a suitably secured drive.

11
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2 Chapter 20peration of thd. EHMANN Managemegbftwarein

offline mode

All Lehmann RFI&stemscan be used in offline modexcept CAPTOS centdal offline mode,
the locks are configured either with master and programming cards or with the LEHMANN
Management Software LMS. In offline mode, configuration and authorization changes are
manually transferred from the LMS to the individual lobisising the LEHMANN Data Transfer
app. If you want to manage locks in offline mode with the LMS, follow the instructions in this
chapter. If you want to manage CAPTOSPTOS iCharge CAPTOS centiiakks in mline mode
with the LMS, follow the instructions in Chapter 3.

2.1 Commissioning and first steps

2.1.1 First start othe ftware

1 Connect the USB desktop reader to the laptop / PC

1 Download the latest version of the LMS from the Lehmann website
https://Ims.lehmannlocks.com

i Start the installation of the software LMS and follow the instructions during the
installation.

9 Select the installation type. For more information about the installation, please refer
to the separate installation manual.

1 After completing the installation, start the LMS software. Doutiek the icon for
the LEHMANN Management Software on your desktop. Alternatively, you can
search and start the LEHMANN Management Software under the Windows Start
button (“Search programs / fil&k

1 Select the language. You can change the language at any time.

1 Enterthe licerce key* L MS” o r “thddivatetha doftware Additional
license e. g. “ + Harekertk&d later @ the goftware and must not be
entered at this pointPlace the card with the licea key on the USB desktop reader
and click orfRead card with liceae key . Alternatively, you can enter the licem
keyon the keyboardClick orf Continu€.

9 Assign a username amgcurepassword. The firdtMSuser automatically has
admin rights.

9 Assign a project name and click ‘tdavé.

2.1.2 Login
1 Enter username and password
1 Select in the drofown list the projecthat should beopened. Note that the
required authorizations for the respective project mbst assigned to the LMS user
(see4d.l).
91 Click orf‘'Logiri.

2.2 Selection of the RFIDdienology per project
MIFARE® EGIGnd HID projectgan be managed and configured in the LMS softwd/aen
creating a new project, the standard setting is always set to MIFARE® DESFire®.

12


https://lms.lehmann-locks.com/

LEHMANN'

If youmanageMIFARE®r HID projectsselect the required transponder type under project setting
in the main menuPlease continue with point 2.3 in this manual.

If you are usinEHMANN LEGIC RFID systems in the project, you must first make a change in the
project settings with regard to the supported RFID technology. To do this, proceed as follows:

9 Click on "Project Settings" in the main menu.
9 Activate the "LEGIC advant" type in the "General Settings" tab.
1 Click on "Save".

LEHMANN =l Logout

LEHMANN Management Software

Matrix .

Transponders LEHMAN N

(3 Transponders

&8 Transponder groups Edit project Projecﬂ

General settings Delete intervals Transpondertypes Information  Mail Server
£ Locks
) Name: * Project]]
£ Lock groups

p Transponder type: © MIFARE DESFire
Data transfer

&l Data transfer

& Read transponder O HID

0 wtowu

Ki Program transponders
Ki Program locks

mport / export
£ WMS users H save | 9§ Cancel

= Projects
Ep

() LEGIC advant

@ sbout

User:  admin USE desktop reader: Project: | Project 1 v

Figure: Selection dhe RFID technology per project

Only one RFID technology is supported within a project. Please note the supported transponder
types (see point B.2). It is possible to use LEHMANN MIFARE® RFID systems in the first project
and LEHMANN LEGIC RFID systems in other projects.

After activating LEGIC advant under the project settings, the additional item "LEGIC" appears in
the main menu. Before LEHMANN LEGIC RFID systems or the corresponding transponders can be
programmed the USRlesktopreader must first béaunched with & EGIC SAM. To do this,

proceed as follows:

1 Click or'Launch data wizafdnthemai n menu wunder “LEGI C” .
1 Place your LEGIC SAM transponder on thedé¢SBopreader and leave it there until the
data has been transferred.

13
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LEHMANN s

LEHMANN Management Software

Home

Transponders

Transponders 5
Transponder groups

Loas LEHMANN
Wizard to configure the USB desktop reader

The stamp of the SAM was stored in the USB desktop reader.
Data transfer You can optiona

- v A Type.
A& Data transf, Wizard to configure the USB desktop reader X glipayed i MSiimderdransponder-fype
ata transfer
& Read transponder

You can now add transponders and locks into this project.
It is recommended that you launch the locks with the SAM

; [05949392910
Stamp: ! before add them to LMS. E_ I

Type:  |LEGIC ]

XA Program transponders

K& Program locks e — =
Import / export Name: |Lehmann ]
Size:

S, LMS users

= Projects

£ Project settings

S System settings

O avout
User: admin USB desktop reader: Project: | Project 1 v

Figure: Configuration of USB é&sp reader with LEGISAM

If LEGIC RFID systems should be used in LMS, the RFID systems must be configured with your
LEGIC SAM@sefore they can be programmed in LM&irther information on the LEGEpecific
functions in the LMS software can be found under pdit

2.3 Assistene functions

With the assistance functions, RFID systems and transponders can easily be added to the LMS
software.If you are using. EHMANN LEGIC RFID systéime RFID systems must la&inchedwith

a LEGIC SAM befggeogramming Further information can be found point 4.6.

2.3.1 ProgrammindRFIDsystems

The RFID systems must be in factory settitgjickin the main menu under assistants on
“Program locKs Follow the instructions in thassistantto initialize and configure the RFID
systems.

Alternatively, without wizard:

1 Open the app LEHMANN Data Transfer on your smartphone.

1 Hold the smartphone with the NFC antenna centered on the RFID readers of the
locks.The initial information of the lock is transferred to the app.

9 Itis recommended that you give in the app a clear and understandable name for the
lock so that you can easily identify the lock.

1 Click or’Add’ in the app to confirm the name of the lock.

If required, repeat the process for further locks.

i Click ont'‘Data transfet in the LMS software.

=
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1 Place the smartphone with the open app on the USB desktop reader and leave it
there during the entire data transfer.

1 The lock information is now transmitted. For each lock, a configuration window
opens in succession. Configure the logksy attention to the correct time zonEor
more information about the configuration options, sB€.2 Then click ofiSavé.

Create and configure a new lock - a x

"L LEHMANN'

Create a new lock

General settings  Permissions More options

Name: * Lock 1

uID: {2031394159465000003000“

Group: ‘ v
Location: [Mmden

Building: w

Floor: [1

Room: \1.1
Operating mode: @ @ Assigned use O Shared use
Automatic locking: @ ® off O Time O Point in time

Edit
Automatic opening: @ ® off O Time (O Point in time

Edit
Acoustic signal: @D ®on O ort
Activity logging: @ Oon@ off

Timezone: ‘ Europe/Berlin v

Cancel

Figure Create a ner lock

1 The new configuration data for the locks will be transferred back to the
smartphone.

9 Hold the smartphone with the apip front ofthe RFID readers of the lockstil the
data transfer is confirmed with a green tidhe new configuration data and
encryption informatiomare transmitted to the individual locks.

1 Theassigningf new RFID systems ¢®@mpletedby placing the smartphone with
the open appagainon the USB desktop reader ahdclicking orf'Data transfet in
the LMS software. With this step, the software receives confirmation that the RFID
systems are now configured and ready for use.

2.3.2 Programmig transpondes
9 Clickin the main menwon “Programtransponder$ and follow the instructiongn
the software
1 Place a transponder on the USB desktop reader and leave it there during the
proces=f adding the transponder to the LMS software.
1 Enter the name of the transponder in tip@p-up window

15
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4 Create a new transponder - O X

‘L LEHMANN

Create a new transponder

General settings Permissions

uID: * |047_A5FCA494430

Transponder type: | MIFARE_DESFIRE (MIFARE_DESFIRE) w

Name: * |Peter Schmidt

Group:

Valid from:

Valid until: Unlimited
Staff-No: [12345
Department: |Sa\es
Location: IMinden
Building: |w

Floor: |1

Room: |1.1

Comment: |

Image: {“ Add image

' J s Delete image

Read UID 3@ Cancel

Figure Create a newransponder

1 You can enter additional information in the poip windowto simplifythe
administration

9 If the transponder should not be valid immediately and / or not indefinitely,
uncheck the boxValid front or “Valid td and enter the corresponding date.

T Click on " Save’”.

The data igransferredto the transponder.

9 After the process has been completed, you ptateanother transponder on the
USB desktop reader and repeat the pess

=

2.4 Assign authorisations / delete authorisations

Depending on the available storage space, up to 250 authorizations can be programmed to a
transponder. If more than 250 authorizations are required on a transponder (e.g. card for facility
management), a special transponder type (see point 4.2.3) musbiggared.

)l
)l

Click orMatrix” in the main menu.

Assign permissions for transponders for the required RFID systems by ticking in the matrix
with a mouse click.

To delete an authorization, remove the check mark in the matrix with a mouse click.

The blue dot next to the transponder and next to the RFID system means that a data
transfer to the transponder or to the RFID system has to be carried out.

ClickonfrDat a transfer® in the main menu.
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The lists show the transponders and RFID systems that require programming.

Distribute permissionwith transponders

1

Place the transponder on the USB desktop reader for which you have created or changed
authorizations.

The data transfer is done automatically

If required, place further transponders withendingprogramming on the US@esktop

reader one after the other.

The transponders are now programmed and can be dgethe RFID systems.

The blue dot next to the transponder and next to the RFID sysietime matrix has now
disappeared.

Hold the transponder in front of the RFID reader and check the open / close fusiction
when the furniture door is open.

Alternatively,permissionscan be distributedo the lockswith the smartphone:

T

Place the smartphone with the open apgHMANN Data Transfam the USB desktop
readerand leave it there during the proceefdata transfer.

The data transfer is done automatically.

Hold the smartphone with the app in front of the RFID readers of the Jacka the data
transfer is confirmed with a green tiddold the NFC antenna on your smartphone
centered in front of the RFID reader on the lock.

The new permissions are transferred to the individual locks.

The process isompletedby placing the smartphone with the open app on the USB
desktop reader andby clicking orf'Data transfet in the LMS software. With this step,
the software receives the confirmation that the RFID system has received the new
authorizations.

ATTENTION: Please note the restrictions when using transponders that are only used in the
project via UID. For example, authorizations cannot be written to these transponders and must
always be transferred to the locks.

2.5 Data transfer

After each adding of new transponders or locks as well as after authorization and configuration
changes in the software there is a need for programming on the transponders or on the locks. The
programming requirement is shown in the matrix and in tbhek / transponder overnews by a

blue dot next to the transponders or locks.

)l
il

Click ort'Data transfet in the main menu.
In the lists for“Transpondes’ and“Locks there areall components with programming
requirements.
Datatransferto transpondes:
0 Place the transpondensith programming requirementne at a time on the USB
desktop reader.
0 The data is transferred automatically
0 The transponders are now programmed and can be used for the RFID systems.

17
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The blue dot next to the transponder and next to the RFID systems in the matrix
has now disappeared.

Hold the transponder in front of the RFID reader and check the open / close
functions when the furniture door is open.

After successful data transfer, the transponders are automatically removed from
the list.

91 Datatransferto smartphones:

(0]
(0]

2.6 Groups

Open the app LEHMANN Data Transfer on your smartphone.

Place the smartphone with the open app on the USB desktop readeleave it
there during data transfer.

The data is transferred automatically.

Hold the smartphone with the app in front of the RFID readers of the |ocit#
the data transfer is confirmed with a green tid¢kold the NFC antennaf gour
smartphone centered in front of the RFID readéthe lock.

The new permissions are transferred to the individual locks.

The process is completed by placing the smartphone with the open app on the
USB desktop reader and by clicking“@ata transfet in the LMS software. With
this step, the software receives the confirmation that the RFID system has received
the new authorizations.

After successful data transfer, the transponders are automatically removed from
the list.

For easier management, transponders and RFID systems can be grouped. It is possible tip create

to ten group levels. The groups are displayed in the matrix next to the associated transponders or

the associated RFID systeriate that groups are not displayed in the matrix until transponders
or RFID systems have been assigned tedhyeoups.

2.6.1 Transpondegroups
9 Click ort*Transponder grougs You receive an overview of the transponder groups.
Transponder groups are displayed underth&a i n ” ghe Wllowing actions are
possible:
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& LEHMANN Management Software - [m] X
OE
LEHMANN I
LEHMANN Management Software
Home Transponder groups
s New | |/ Edit | Delete
Transponders -
@) Transponders Transponders can be assigned to a group by drag&drop. Several transponders can be marked with Ctrl and Shift keys. Groups can also be moved using
@3 Transponder groups drag&drop. X . . .
without assigned group are located in the "Upper level” folder.
Locks _Groups Transponders in the group

A Locks Maln group "] Heike Meyer

@ Marketing ") Peter Schmidt

& Lock groups Sales

Data transfer
&4 Data transfer
& Read transponder
Assistants
KA Program transponders
KA Program locks
Import / export

B IMs users

= Projects

= Project settings

Licences

S System settings

@ 2bout

User.  Admin USB desktop reader: Project: | Project1 ~

Figure Transpondegroups

1 New: Add new groups
1 Edit Change existing group names and hierarchy levels
1 Delete: Delete groups

2.6.1.1 Add transponder group
T ClickoriNe w*
1 Assign a name to the new group and, if necessary, select a previously created
group as thesuperiorgroup.
You can assign cals to each group displayed in the matrix.
ClickofSave*“

= =

2.6.1.2 Assign or move adnsponder to a group

1 Alltransponders that are not assigned to a group are located in the foldéa i n
grogpée figure “transponder groups”)
Select one or more transponders to be assigned or moved to a group.
Then dragk drop the transponders into theequiredgroup.

= =

2.6.1.3 Edit transponder groups
Select the group to be changed in the list with a mouse click and clidkdi.
1 Change the name of the group, the parent group or the colour representation
in the matrix.
T Click on “Save®*
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1 To move groups, select a group and drag & drop the group to the required
location.Any subgroups are moved as well.

2.6.1.4 Delete transponder groups
1 Selectthe group to be deleted in the list with a mouse click and clitRelete’.
1 Confirm the deletion.

9 If transponders are still in the group that should be deleted, the transponders
are retained and are moved to the next higher group.

2.6.2 Lock groups

1 Click on“Lock groupsin the main menu and you will get an overview of the lock
groups. You can also assigsuperiorgroup to a lock group.ock groups are displayed
under t he ‘Thédollowinggactions gre possible:

4 LEHMANN Management Software - a X

LEHMANN L

LEHMANN Management Software

Logout

Home

Transponders
(@2 Transponders

Lock groups

4 New | |/ Edit | | Delete

Locks can be assigned to a group by drag&drop. Multiple locks can be marked with Ctrl and Shift keys. Groups <an also be moved by drag&drop.

[Fa] Transponder groups Locks without assigned group are located in the "Upper level” folder,

_Groups _ Locks in the group
Lock 1
Lock 2

Lock 3

Floor 1
Floor2

Data transfer

&4 Data transfer
& Read transponder

XA Program transponders
&4 Program locks
Import / export

~

e LMS users
2= Projects
= Project settings

Licences

X System settings

@ about

User:  Admin

USB desktop reader:
Figure Lock groups

Project: ‘ Project 1 v

0 New: Add new groups
o Edit Change existing group names and hierarchy levels
0 Delete: Delete groups

2.6.2.1 Add lock groups
T ClickoitNe w*
1 Assign a name to the new group and, if necessary, select a previously created
group as thesuperiorgroup.
T You can assign colours to each group displayed in the matrix.
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Clickon'Sav e “ .

Assign or move lack to a group

All locks that are not assigned to a group are located irfditer “Main groug
(see figure'Lock groupy.P1 ease c |l grauX. on “ Mai n
Select one or moréocksto be assigned or moved to a group.

Then drag& drop the locks into theequiredgroup.

Edit lock groups

Select the group to be changed in the list with a mouse click and clitdkdit.
Change the name of the group, tkaperiorgroup or the colour representation

in the matrix.

Click on “Save®“.

To move groups, select a group and drag & drop the group to the required
location. Any suigroups are moved as well.

Delete lock groups

Select the group to be deleted in the list with a mouse click and clitRelete’.
Confirm the deletion.

If locks are contained in the group to be deleted, the locks are retained and may
be moved to the next higher group.

2.7 Authorisation of groups
M1 ClickordMat r i hemain menut
1 Click on the group name (transponder / lock) within the matrix. The associated
transponders or locks are hidden, so that only the group name is displayed (see figure:
Groups (2)).

LEHMANN Management Software LEHMANN Management Software

LEHMANN LEHMANN
LEHMANN Management Software LEHMANN Management Software

ks transTer Heike Meyer
a sponder Peter Senmiat

Transponders

Locks

Lock 1
Lock 2
Lock 3

Transponders

Figure Groups(1) Figure Groups(2)

9 Authorise the entire group on the respective RFID system by ticking in the matrix with a
mouse click.

9 The blue dot next to the transponder group and next to the RFID system means that data
must be transferred to all transponders in the group or to the RFID system.
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1 Click or‘Data transfet in the main menu and carry out the data transfer as described in
25.

If not all transponders or locks of a group have the same authorizations, this is indicated in the
matrix by a gray tick.

CAUTION: If there are a large number of concurrent permission changes, such as those that
occur when permission changes are made to groups, the software LMS may need much
more time to process the changes.

2.8 Add, configure and deleteansponders
To add, configure and delete transponders, you need the appropriate authorizatiod.@ee
91 Click or‘Transpondersin the main menu and you get an overview of the transponders.
1 The following actions are possible
o New: Add new transponders
o Edit The settings foone or moreselected transpondercan be
changed.
1 Several transponders can be marked and selected at the samd@itrieor shift key)In
this way, configurations (e.g. validity) or actions (e.g. deleting lost transponders) can be
carried out for several transponders at the same time. To configure several transponders
at the same time, click on "Edit" after selecting the transponddesage note that not all
actions or configuration changes for transponders can take place at the same time.
Certain changes must be made separately for each transponder

LEHMANN Management Scftware

"] LEHMANN C —

LEHMANN Management Software

Fm Transponder
) =T
i d Filt
Transponder graup

Figure: Selection of several transponders

2.8.1 Add new transponders
9 Click or'New’ to create a transponder.
1 Place a transponder on the USB desktop reader and clickRead UID. The
transponder's UID is automatically written to the required UID field.
1 The Transponder Type field is automatically filled.
1 The following settings are possible in tHeommon Settingstab:

22



LEHMANN'

4 Create a new transponder - ] X

‘E LEHMANN'

Create a new transponder

General settings  Permissions

uiD: * | |

Transponder type:  MIFARE_DESFIRE (MIFARE_DESFIRE)

Name: * || |

Group: | V|
Valid from: 1 Unlimited

Valid until: B4 unlimited

Staff-No:

Department:

Location:

Floor:

Room:

|
I
|
Building: |
|
I
|

Comment:

Image: 3 'ff' Add image

' _‘ ™ Delete image

@2 Read UID % Cancel

Figure Createa new tansponder

0 Assign a unigue name for the transponder
If necessary, assign the transponder to a previously created group.
o If the transponder is not to be valid immediately and / or not indefinitely,
uncheck the boxValid froni or “Valid td and enter the corresponding date.
o If required, enter additional information about the person using the
transponder, such as employee number, department, etc.
0 You can add a picture of the transponder holder by clickinAuid imagé or
delete an existing picture by clicking theleteimage'.
M Click on “Save’”.
9 Click or‘Data transfet in the main menu and transfer the changes to the
transponder (sef.5).

(@]

2.8.2 Settings for the transponders

9 Click ori'Transpondes® i emaih rhenu.

1 Selectone or moretransponderin the overview of all transpondeend click on
“Edit'.

1 You can use the filter function to search fpecifictranspondersTo do this, enter a
part of the transponder name in the filter, then you will see all transponders that
contain the text in the name.

1 The information and settings in this screen can be changed at any time, except for
the UID and Transponder Type.
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Click “on *“Save
Check whether the changes require any programming. Clicbata transfet in
the main menu and transfer the changes to the transponder if required (£ge 2.

2.8.3 Permissions

In addition to the authorization management in the matrix, permissions can also be managed
in the main menu undefTransponders Depending on the available storage space, up to 250
authorizations can be programmed to a transponder. If more than 250 authorizations are
required on a transponder (e.g. card for facility management), a special transponder type (see
point 4.2.3) must beanfigured.

1 ClickorTranspondes* i n t he main menu.
9 Selectone or moretransponder in the overview of all transponders and click on
“Edit”.
1 Click on the'Permissionstab.
% Edit transponder - O X

‘£ LEHMANN

Edit transponder

General settings Permissions More options

Single or multiple locks as well as groups can be marked and moved with both arrows.

Authorized locks Available locks

Floor 1 ] = Floor 1
Lock 3 Lock 1
Lock 2

v

Read UID % Cancel

Figure Edit transponders Permissions

1

In the right table (Available locks) you will find all the locks thaeémesady available

in the projectand for which the transponder has no authorisatiéurthermore, the
groups in which the locks are located are displayed here.

In the left table (Authorized locks) are the locks for which the transponder is already
authorized.Furthermore, the groups in which the locks are located are displayed
here.
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1 Select and mark any number of locks and drag the locks from one side to the other
in order to edit permission®Before the data transfer is donehanges in
permissionsare marked in this view with a blue dot (new authorization) or with a
red cross (authorization revoked)

You can also move entire groups including all locks.

Programming requirement is indicated by a blue dot.

Click on “Save’”

Click o' Data transfet in the main menu and transfer the changes to the
transponderor to the locks by using the smartpho(eee 25).

= =4 =4 =4

ATTENTION: Please note the restrictions when using transponders that are only used in the
project via UID. For example, authorizations cannot be written to these transponders and
must always be transferred to the locks.

2.8.4 Replacing and deleting transponders and more options

9 Click on‘Transpondes' in the main menu.
9 Selectone or moretransponder in the overview of all transponders and click on
“Edit”.

9 Click on the taliMore options’.
In the tab“More options’ the following settings can be made:

=

5. Edit transponder - m] X

‘E LEHMANN

Edit transponder

General settings Permissions More options
Delete / Replace Shared use
-

- Replace transponders ;) Assignment display

% Reset transponder - Reset assignment

bt Delete lost transponder

Read UID > Cancel

Figure Edit transponder More options
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1 Replacertanspondes: The transponder can be replaced e.g. after loss.

0 Click on‘Replace transpondets

o0 Place the new transponder on the USB desktop reader and clitRead
uiD'.

o All previous authorizations and blocking remarks are automatically
transferred to the new transponderfThe previous transponder loses its
validityfor locksin,as si gned . use” mo d e

o Click on*“Savé. The data transfer to the new transponder starts
automatically.

ATTENTION: Click on “Data transfer” in the main menu. Transfer the data to
the RFID systems immediately with a smartphone as described under point
2.5.

The temporary authorisation for a lock in “shared use” mode is not
transferred to the new transponder. In this case, an emergency opening
must be carried out on the lock (see point 5.5).

0 Reset tansponderThe transpondewill bereset. The transpondeifoesnot appear
in the matrixany more The transponder can then lpgogrammedagain.

0 Place the transponder that should be reset on the USB desktop reader

0 ClickonfReset transponder*

0 The transponder iresetimmediately and removed from the matrix. There
is no further need for programming undé&bata transfet.

1 Delete lost transponderAll information on the transponder will be deleted. The
transponder does not appear any longer in the matrix. The transponder can then be
used again.

o Click or‘Delete lost transpondér .
0 The transponder will be deleted immediately and removed from the matrix.

ATTENTION: Click on “Data transfer” in the main menu. Transfer the changes to
the RFID systems with the smartphone as described in 2.5. The authorization in
the locks in “assigned use” mode is deleted after performing the data transfer to
the RFID systems. Otherwise, the old transponder retains access rights.

1 Assignmentisplayl f an RFI D | ock in the operating

locked with the transponder, the name of the corresponding RFID lock is displayed.
o Place the transponder on the USB desktop reader
0 ClickonfAssi gnment display?®“.

1 Reset assignmenifter an emergency opening in operating mddhared usg, the
transponder is blocked for parallel use on other RFID systems in operating mode
“shared useg. In order to unblock the transponder, use this function

0 Place the transponder on the USB desktop reader.

0 Click or‘Reset assignmeht

0 The occupancy settings on the transponder are automatically del@teere
is then no further need for programming undddata transfet.
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2.9 Add, configure and delete RFID systems

To add, configure and delete RFID systems, you need the appropriate authorizatighljséfe
you are using.EHMANN LEGIC RFID systehe RFID systems must tmunchedwith a LEGIC
SAM beforeprogramming Further information can be found point 4.6.

9 Click or'Locks in the main menu and you will get an overview of the RFID systerttis
overview you will see all the RFID systems added to this project as well as further
information such as groups, operation mode and battery status. Further information about
the battery status can be found in sectibré of this manual.

9 Several locks can be marked and selected at the same(@nkor shift key)In this way,
configurations (e.g. operating mode) or actions (e.g. resetting locks) can be carried out for
several locks simultaneously. To configure several locks at the same time, click on "Edit"
after selecting the locks. Please note that not all@wdior configuration changes for locks
can take place at the same time. Certain changes must be made separately for each lock.

2.9.1 Add RFID systems

)l
)l

The RFID systems must be in factory settings.
Click in the main menu dfPrograml o candfdllow the instructions in the
software.

Alternatively, proceed as follows

1
)l

=a =4

= =4 =4 4

Open the app LEHMANN Data Transfer on your smartphone.

Hold the smartphone with the opened app in front of the RFID readers of the locks.
Hold the NFC antennd gour smartphone centered in front of the RFID reader o
the lock

The initial information of the lock is transferred to the app

It is recommended that you give a new and clear name for the lock in the app with
which you can identify the lock

Click or' Add’ in the app to confirm the (new) name

If necessary, repeat the process farther locks.

Click or'Data transfet in the LMS software.

Place the smartphone with the open app on the USB desktop readdeawe it

there during the entire data transfer

The lock information is now transmitted. For each lock, a configuration window
opens in succession. Configure the lo@ay attention to the correct time zonEor
more information about the configuration options, s2®.2 Then click ofiSavé.
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4 Create and configure a new lock - ) %

‘C LEHMANN

Create a new lock

General settings  Permissions More options

MName: * |Lotk 1

uiD: |203'i 394159465000003D001F

Group: | v
Location: IMinden

Building: |LV

Floor: II

Room: |1.1|

Operating mode: @ @ Assigned use (O Shared use
Automatic locking: e @ Off O Time O Point in time

Edit
Automatic opening: @ @ off O Time O Point in time

Edit
Acoustic signal: 0 @ On O Off
Activity logging: @ Oon® off

Timezone: IEurope,‘Berlin v‘

-

Figure Create a new lock General settings

1 The new configuration data for the locks will be transferred back to the smartphone.

1 Hold the smartphone with the opened app in front of the RFID readers of the locks
until the data transfer is confirmed by a green tielold the NFC antennd gour
smartphone centered in front of the RFID readéthe lock

9 The process isompletedby placing the smartphone with the open app on the USB
desktop reader and clicking on "Data transfer" in the LMS softwiagave the
smartphone on the USB desktop reader during the data tran®¥éh this step, the
software receives the confirmation that the RFID system is now configured and ready
for use

Hold the smartphone with the opened app of the RFID readers of the locks, in order to
update the time in the RFID systems. Make sure that the correct time is set on the
smartphone. This is necessary, for example, after a battery change. Otherwise, a
trouble-free operation is not possible for RFID systems with time-dependent functions.

2.9.2 Settings of th&RFIDsystens

9 Click or‘Locls* in the main menu.

9 Selectone or morelocks in the overview for which the configuration should be
changed and click otEdit’.

1 You can use the filter function to search gpecific locksTo do this, enter a part of
the lock name in the filter, then you will see all locks that contain the text in the
name.

1 Inthe tab“General settings the following settings for the respective RFID system
can be made both directly when the lock is added and during operation

28



LEHMANN'

o0 Operating modeSelection of the operating mode (Note: RFID systems in
the operating modé shared uséor “unlimited shared useare shown in
the matrix with an asterisk in front of the lock name). Further information
about the operating modes can be found i13.1.

o0 Automatic lockingln addition to the default setting (Off), a time period or a
fixed time can be selected when the locks close automatically. This function
is available ifassigned usemode. NOTE: Please note that this function is
only suitable for locks with springloaded bolt

0 Automatic openingln addition to the default setting (Off), the locks can be
configured to open automatically after a period of time or at a fixed time.

0 Acoustic signal: In addition to the default setting (On), the acoustic signal
can be deactivated.

0 Activity loggingActivities on the RFID systems can be logged and
transferredusing the LEHMANN Data Transfer app and then displayed in the
software. This function is deactivated in the factory settings. When you first
click on"On’ within a project, you must make a decision whether you want
a 2factor authentication.

Use two-factor authentication? X

Activity logs are only displayed to LMS users with
administration rights.
Do you want to activate two-factor authentication (e.g.
release by a second personj? If you click on “Yes”, the
protocols will only be displayed after the second password
has been entered.
If you click "No”, the protocols will not be encrypted.
If you click "Cancel’, the activity log is set to "Off",

This setting applies to all locks in this project.

Yes No Cancel

Figure Two-factor authentication

With a 2factor authentication €nter of a second password) the log files are
additionally securedrurthermore, in the main menu under Project settings

(see 2.11.2) you can set how long the data should be stored in the software

(factory setting: 14 daysT.he display of the data is only possible for users

with “admin rights.

Af ter activating t h“ocKagtivitte§appearsy | oggi ng
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4% Edit lock - ) X

‘E LEHMANN'

Edit lock

General settings Permissions More options Lock activities

Floor:

Name: * Lock 1 J
uID: l203'l 39415946500D003D001F ]
Group: | v‘
Location: I ]
Building: | ‘
[ |

|

Room: |

Operatingmode: @ @ Assigned use (O Shared use
Automatic locking: @ @ off O Time O Point in time

Edit
Automatic opening: @ ® off O Time O Point in time

Edit
Acoustic signal: @ @ on O off
Activity logging: @ ®onQott

Timezone: I Europe/Berlin v J

K on

Figure Edit lock- General sttings

o Timezone:lf the time zone for the RFID system is not set correctly, please
set the correct time zonelhe correct time is necessary for tidependent
functions Alsomake sure that the time on your smartphone is set correctly.

Enter yourrequiredsettings br the RFID lock.

Clickon'Save* .

Click or'Data Transférin the main menu and transfer the changes to the
smartphone. Execute the data transfer to the RFID systems as described uhder 2.

2.9.3 Permissions

1
T

Clickof'Locks i n the main menu.

In the locks overview, seleone or morelocks for which the permissions should be
changed and click otEdit’.

In addition tothe authorization management in the matrix, permissions can also be
managed in theab “Permissions
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4 Editlock - m] X

£ LEHMANN

Edit lock

General settings Permissions More options Lock activities
Single or multiple transponders as well as groups can be marked and moved with both arrows.
Authorised transponders Available transponders

Sales ‘ E Sales
1 Heike Meyer i

s 4l »

-

Figure Edit lock- Permissions

1 Inthe right table (Availableansponder$ you will find all theéransponderghat are
already availablén the projectand that have no permission at this lock.
Furthermore, the groups in which theanspondersare located are displayed here.

1 Inthe left table (Authosed transponder$ are thetransponderghat have a
permission for this lock-urthermore, the groups in which thieanspondersare
located are displayed here.

1 Select and mark any number of transponders and drag the transponders from one

side to the other in order to edit permissiorBefore the data transfer is done,

changes irpermissionsare marked in this view with a blue dot (new authorization)
or with a red cross (authorization revoked)

You can also move entire groups includingratisponders

The authorization change is indicated by a blue dot.

Click on *“Save’”

Click o' Data transfet in the main menu. Execute the data transfer as described

2.5.

= =4 =4 4

2.9.4 Reset lock, delete lock and firmware updates
9 Click orf‘Locls’ in the main menu.
1 Inthe overview of locks, select the required Iland click orf Edit’.
1 Inthe tab*More options the following settings can be made:
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% Editlock - a x

L LEHMANN

Edit lock

General settings Permissions More options  Lock activities

-

e Reset lock - Delete lock

ATTENTION: the lock can no
longer be used after this
function has been
activated!

‘3 Firmware update

Battery: & Date: 2019.10.09

K onc

Figure Edit lock- More options

0 Reselock:The lock will be set to the factory settings. Confirm the reset in
the pop-up window.

A Click orf'Savé.

A Click ortDatatransfet in the main menuExecute the data transfer
to the RFID systemgith the smartphoneas describedh 2.5.

0 Delete lockThe lock can be deleted from the software e.g. in the event of a
defect without further programming possibilities. Confirm the operation
after clicking‘Delete lock in the dialog boxIMPORTANT: The lock cannot
be used any more after this process!

o Firmware updateThe RFID reader at the lock is set in a special mode to
update the firmware.

A Click orf' Firmware updat&.

A Click orf'Data transfet in the main menuExecute the data transfer
to the RFID systemith the smartphoneas describedh 2.5. To
update the firmware, use the software LEHMANN Firmware
Updater at www.lehman#ocks.com.

0 Battery:The last transferred battery status is displayedbattery operated
locks For an updated battery status, the data must be collected from the
lock by using the app.

A Hold the smartphone withe opend apgn front of the RFID reader
of the lock.Transfer the data into the software.

A ClickofDat a t mtarmanenent. i

A Place the smartphone with the opened app on the USB desktop
reader and transfer the data to LMS.
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ATTENTION: If a programming requirement for the lock continues to be listed under
Data transfer after resetting a | ock, the |
then deleted with the buttori Delete lock data(see4.2.2).

2.9.5 Activity logging (only with admin rights)

9 This function must be activated for adllevantlocks (see 2.9.2).

1 The lock saves the last 640 activities. The oldest entry is overwritten in the lock
when new events are added. Administrators can decide howtloagollected data
will be stored in the LMS.

1 Use the smartphone to collect the data at the resjpee locks Hold the
smartphone with the opened app LEHMANN Data Transfieotim of the RFID
reader of the lock.

M Click in the software otData transfet.

9 Place the smartphone with the opened app on the USB desktop reader and transfer
the data to LMS.

9 Click orf'Lock$ in the main menu.

M I'n the overview of | oc ks, s eTheactlvityt he r e g u
logs are only displayed for one lock. It is not possible to display the activity logs of
several locks at the same time.

. . » .
1T The foll owing operations can be done in t
Edit lock - a X
‘Ll LEHMANN
Edit lock
General settings Permissions More options Lock activities
& Display data i Delete data -E] To the clipboard @ Change password
Timestamp Transponder Name Action
;Dunncrstag, 10. Oktuber201'§'i§:'§é """"" Rejected
Donnerstag, 10. Oktober 2019 13:36 042A6FCA454480 Peter Schmidt Close
Donnerstag, 10. Oktober 2019 13:36 Rejected
Donnerstag, 10. Oktober 2019 13:36 042A6FCA404480 Peter Schmidt Open
Donnerstag, 10. Oktober 2019 13:36 042ABFCA494480 Peter Schmidt Close
Donnerstag, 10. Oktober 2019 13:36 042A6FCA454480 Peter Schmidt Open
< >
=

Figure Edit lock—Lock ativities

o Display datalf data is available, this button can be selected. If tHa@or-
authentication has been activated, enter your password and clictSané.
Available data will be displayed

0 Delete data The available data will be deleted
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0 To the clipboardThe dhta is copied to the clipboard so that you can paste
this data into other file formats such as Excel.

0 Change passwordf the 2factor-authentication has been activated, you can
change the password herEor security purpose, all previous activity logs are
deleted when changing the password.

2.9.6 Additional functions foEAPTOS and CAPTOS iCharge locks in offline
mode
Additional functions are available to you with CAPTOS and CAPTOS iCharge locks:

9 Click on "Locks" in the main menu.

1 Inthe overviewof locks select one or mor€APTOS @APTOS iCharge locks and
click on "Edit".

9 If you have selected a CAPTOS or CAPTOS iCharge lock, you can make the following
settings in the additional "Captos" or "Captos iCharge" tab:
Schloss bearbeiten - O X

LEHMANN

Schloss bearbeiten

Allgemeine Einstellungen (Captos iCharge Berechtigungen Weitere Optionen Information

Status LED Always ~

Alarm [ Activated

Background LED - | Select |

USB Charge ® an O Aus

H Speichern % Abbrechen

o0 Status LEDThe status LED signals to the user whether the lock and thus the
locker is open or closed. This function is particularly suitable for locks in the
shared use operating mode. Green stands for ofaemilable) red for closed
(occupied) The following settings are possible in the diaiggvn menu:

A Off: The status LED never lights up, apart froricapsignals when
opening or closing the lock.

A Only when open: The status LED only lights up when the lock is
unlocked.

A Only when closé The status LED only lights up when the lock is
closed.

34



‘£l LEHMANN'

A Always: The status LED is always on.
o Alarnt By ticking the box, the alarm function of the lock can be activated or
deactivated. When the lock Iscked the locking pin is detected bysansor
in the lock. If the lock itocked and the locking pin is removed without
opening having taken place na@anipulativeopening can be assumed and an
audible alarm is triggered
o Background LED (only with CAPTOS iChatdjeking orf'Select opens a
dialog window in which the colw of the background LED can be s&lickon
the color scale$o select the required coloyor RGB valuesan be set. The
LED can also be deactivated by setting the wolo black (All RGB values
0).
o USB charge (only with Captos iChargé)e USB charging socket can be
activated or deactivated
1 Click on "Save".
9 Click on "Data transfer” in the main menu. Carry out the data transfer as described
under point 2.5.

2.10 RFID systems in offlineoghe with a virtual locking plan

The LMS offers the possibility to prepare lock profitethe softwarewithout havingan existing

real lock and to transferthe configuration to thereal lock at a later point in time. These virtual
locks are marked with a blue star as long as they are viffhake locks can then be assigned to

real locks. Configuration settings and permissions can be assigned to a virtual lock. This procedure
can significantly accelerate the commissioning of complex locking systems. It is also possible to
create virtud locks from a data import.

To create a virtual lock, proceed as follows:

* Click on "Locks" in the main menu.

e Click on "New". The "Edit lock" configuration window opens.

* You can now create a virtual lock. Enter at least the name for the virtual lock and add further
information if necessary. Permissions can be assigned to the virtual lock in the "Permissions”
tab.

» Click on "Save" to confirm the entries and create the virtual lock.

e The virtual lock appears in the lock list with a blue star in front of the name.

e You can now also assign authorizations for the virtual lock in the matrix.

* You can create any number of virtual locks in the same way.

For alater assigrof real locks to the virtual lock profiles, proceed as follows:

e Openthe LEHMANN Data Transfer app on your smartphone.

e In the main menu of the LMS, click on "Data transfer".
ATTENTION: The virtual locks are not displayed as programming requirements under "Data
transfer".

» Place the smartphone on the USB desktop reader and wait until the green tick appears and the
data transfer is complete.

» The data of the virtual lock profiles are transferred to the LEHMANN Data Transfer app.

* Go to the first lock for which you have created a virtual lock profile.

* Hold the smartphone with the LEHMANN Data Transfer app open in front of the lock.
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An input field appears for the name of the lock. Below this is a list with the names of the virtual
locksthat werepreviously created in the LMS.

Select the appropriate name including configuration data from the list for the lock.

Click on "Add".

Repeat the process for the other locks.

To transfer the locks to the LMS, place the smartphone on the RFID desktop reader and click
on "Data transfer".

The virtual lock profiles are now assigned to the real locks and all settings are adopted
accordingly. The locks no longer appear with a blue star in front of the name.

Click on "Locks" in the main menu.

Here you find the new locks, which are marked with a blue dot.

If you do not want to make any more changes to the lock configurations, mark the locks, click
on "Edit" and then on "Save".

The locks are noweady to useand visible in the matrix.
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3 Chapter3: Operation of the LEHMANN Management Software

online mode

The networked LEHMANN RFID systems CAPTOS and CAPTOS iCharge can be used either offline or
online.The CAPTOS central lock can only be irsedline modein conjunction with a LEHMANN

Central Control Pandi online operation, the CAPTAAPTOS iChargad CAPTOS centtatks

are connected directly to the customer's network and thus to the LMS via a primary controller.
Configurations, authorizations and status information are updated in real time between the LMS

and the online locks. The LEHMANN manag@rsoftware is operated online in the customer's IT
infrastructure. The customer is responsible for operating the LEHMANN management software.

3.1 Commissioning and first steps

3.1.1 Commissioning and first steps

1 Connect the USB desktop reader to the laptop / PC

9 Download the latest version of the LMS from the Lehmann website
https://Ims.lehmannlocks.com

9 Start the installation of the software LMS and follow the instructions during the
installation.

9 Select the installation type. For more information about the installation, please refer
to the separate installation manual.

1 After completing the installation, start the LMS software. Dottdiek the icon for
the LEHMANN Management Software on your desktop. Alternatively, you can
search and start the LEHMANN Management Software under the Windows Start
button (“Sedridhespgriogr ams /

1 Select the language. You can change the language at any time.

1 Enter the licerce key* L MS  Ota dctivatethe software.Additionallicensegqe.g.
“+5 L MSare drdeead latdr in the software and must not be entered at this
point. Place the card with the licea key on the USB desktop reader and click on
“Read card with licase key . Alternatively, you can enter the licemkeyon the
keyboard Click orf Continu€.

9 Assign a username amgcurepassword. The firdtMSuser automatically has
admin rights.

1 Assign a project name and click ‘tBavé.

3.1.2 Login
1 Enter username and password
1 Select in the drofown list the projecthat should beopened. Note that the
required authorizations for the respective project mbgt assigned to the LMS user
(see 4.).
91 Click orf‘'Logiri.
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3.2 Selection of the supported RFID technology per ptrojec

MIFARE®&EGI@nd HID projectsan be managed and configured in the LMS softwiingou are
managing a MIFARE or HID project, select "MIFARE" or "HID" under the project properties and
proceed withpoint 3.3. If you are setting up a LEGIC project, follow the instructions below:

If you are using LEHMANN LEGIC RFID systems in your project, you must first make a change to the
project settings regarding the supported RFID technology. Proceed as follows:

1 Click on "Project Settings" in the main menu.
9 Activate the "LEGIC advant" type in the "General Settings" tab.
1 Click on "Save".

LEHMANN =l Logout

LEHMANN Management Software

Matrix

Transponders LEHMAN N

(3 Transponders

&8 Transponder groups Edit project Projecﬂ

General settings Delete intervals Transpondertypes Information  Mail Server
£ Locks
) Name: * Project]]
£ Lock groups

p Transponder type: © MIFARE DESFire
Data transfer

() LEGIC advant

&l Data transfer
am Read transponder k: HID
Assistants [ anow uip
Al Program transponders
Ki Program locks
mport / export

£ LMS users [‘_‘! Save % Cancel

Licences

% System settings

@ sbout

User:  admin USE desktop reader: Project: | Project1 w

Figure: Selection dhe RFID technology per project

Only one RFID technology is supported within a project. Please note the supported transponder
types (see point 1.3.2)t is possible to use LEHMANN MIFARE® RFID systems in the first project
and LEHMANN LEGIC RFID systems in other projects.

After activating LEGIC advant under the project settings, the additional item "LEGIC" appears in
the main menu. Before LEHMANN LEGIC RFID systems or the corresponding transponders can be
programmed the USRlesktopreader must first béaunched with & EGIC SAM. To do this,

proceed as follows:

M Clickon'Launchdatawizatd n t he main menu under “LEGI C”.
1 Place your LEGIC SAM transponder on thed¢SBopreader and leave it there until the
data has been transferred.
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LEHMANN' s

LEHMANN Management Software

Home

Matrix

Transponders
(@) Transponders

Transponder groups

= LEHMANN

Wizard to configure the USB desktop reader

& Locks

& Lock groups

The stamp of the SAM was stored in the USB desktop reader.
- v Type.
Wizard to configure the USB desktop reader X gEpRyed s ungenTrieeondecine

Data transfer
X4 Data transfer
& Read transponder

You can optional

You can now add transponders and locks into this project.
Stamp: |95949392910 It is recommended that you launch the locks with the SAM l
L e | before add them to LMS. —

XA Program transponders

Type: |LEGIC |

K& Program locks L
Size:

S, LMS users

= Projects

£ Project settings

S System settings
Info
User: admin USB desktop reader: Project: ‘Pro;ecﬂ v

Figure: Configuration of USB é&sp reader with LEGISAM

If LEGIC RFID systems should be used in LMS, the RFID systems must be configured with your
LEGIC SAM@sefore they can be programmed in LM&irther information on the LEGEpecific
functions in the LMS software can be found under pdit

3.3 Controller

When you activate the "LMS Online" license key, the "Network" menu item appears on the left
hand side of the LMS menu. All primary and secondary controllers are managed under the Network
menu item.

3.3.1 Programming a Primary Controller
Before new locks or secondary controllers carpbmgrammed a primary controller
must first beprogrammedin and configuredin order to be accessible in the network,
the network settingsof the Primary Controllemust be set according to the customer's
network properties.

1 Make sure that the primary controller is connected to the LAN and the power
supply.

1 Open theappLEHMANN Datd@ransfer on your smartphone.

1 Hold the smartphone with the NFC antenna in front of the RFID antenna of the
Primary Controller.

9 The UID of the controller appears as the name.

i Enter a suitable name for the controller.

1 Enter the IP settings according to your network requirements. Under certain
circumstances, TCP releases must also be made in your network or firewall for the
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primary controller. The server URL is the address under which your LMS database is
installed (server for server/client configuration or the corresponding singkr PC
for singleuser installation).

9 Click on "Direct" in the app and then hold the smartphone with the NFC antenna in
front of the RFID antenna of the primary controller.

M Click on "Controller" in the main menu.

1 Mark the primary controller and click on "Edit".

4 Edit primary - O X

‘£ LEHMANN

Edit primary controller

{ Allgemeine Einstellungen | |p Settings Weitere Optionen Information

Mame: * |P|'imar]«r Controller 000-024

uID: | 20363852474B500C001A0030

Standort: |

Etage: |

Raum: |

|
|
|
Gebaude: | |
|
|
|

Zeitzone: | Europe/Berlin v

B speichern | $&  Abbrechen

Figure: Primary Controller configuration window

1 Complete theequiredinformation and cliclo n  t h i Settiags THe IP settings
for the controller open
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4 Edit primary - O X

‘£l LEHMANN

Edit primary controller

Allgemeine Einstellungen

Use DHCP: O An @ Aus

IP Address: |192,1ss.4.19 ‘
Subnet Mask: lgss,zss.zss.o ‘
Gateway: |1gz,1sa.4.1 ‘
DNS Server: [192,153.10.20 ]
Proxy URL: [ l
Server URL: [nttp://192.168.10.31:10000 |

XK Abbrechen

Figure: IP settings view

M Click on "Save".

1 The blue dot next to the controller name disappears and the primary controller now
appears under its name in the overview under "Controller".

1 If the transferred IP settings are correct, the primary controller can now be reached
from the LMS.

9 This completes the configuration of the primary controller.

1 The locks connectei the primary controller and the connected secondary
controllers are also visible in the LMS (initially only with the respective UID as a
name).

9 If the blue dot does not disappear, the IP configuration is incorrect or the wiring of
the LAN isncorrect In this case, check the cablingchange the IP settings of the
primary controller.

3.3.2 Changing the IP settingstbE Primary Controller
It may be necessary to change the IP settings®fraary Controller. This can become
necessary after incorrect settings were entered when learning the controller or after
changes in the LAN. Note that incorrect changes to the IP settings mean that the
controller can no longer communicate with the LMS and thatlttoi&s connected to the
controller can no longer be reached online. For correct IP settings, contact your network
administrator. To change the IP settings of a primary controller, proceed asgollo
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Click on “Controller”™ under. the item “ Net

Mark the primary controller to be changed and click on "Edit".

Open the "IP Settings" tab and make the appropriate changes. Then click on "Save".

Now click on "Data transfer" and place your smartphone with the LEHMANN Data

Transfer app open on the USB desktop reader. A green arrow will appear with the

name of the controller.

1 Now go to the relevant controller and hold your smartphone in front of the RFID
antenna until a green tick appears.

9 If the settings are correct, the LMS can now connect to the primary controller. This

will then be visible under "Network / Controller" with its name without status

symbols (blue dot, red X), as well as the secondary controllers and locks connected

to it.

= =4 =4 =4

3.3.3 Programming &econdary Controller
In order toprogramthe locks that are connected to a secondary controller in the LMS,
the secondary controller must first lrogrammed To do this, make sure that the
secondary controller is connected to a primary controller that has already been
programmedand can be reached by the LMS and that it is also supplied with power.

T Click on “Controller” under. the item “ Net

1 Expand the structure tree of the primary controller under which the secondary
controller is connectedThe Secondary Controllshould appear under its UID with
a blue star. If not, check the connection cables to the primary controller and make
sure it is connected to the network and the power supply

91 Doubleclick on the UID of th&condaryController.

1 Enter a name for th&condaryController under "General settings”, add further
details if necessary and then click on "Save".

1 TheSecondaryController is nowprogrammedand ready for operation. If you now
open the structure tree of the controller (on +), the locks connected to this
controller become visible.

3.3.4 Resef a ontroller
Proceed as follows to reset a primary or secondary controller to the factory delivery status.
Make sure that locks that may have been connected to the respective controller have
either already been reset to the factory delivery status or that the locksxoanbe
accessed via another controller.

T Click on “Controller” under the item “ Net
1 Mark the controller to be reset and click on "Edit".

1 Open the "More options" tab.

1 Click on "Reset device" and confirm your selection

I The controller is reset

3.3.5 Firmwareupdatefor a @ntroller
Proceed as follows to update the firmware on a primary or secondary controller
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Clckon “Controll er? under the i tem “ Net wor k

Mark the controller that is to receive a firmware update and click on "Edit".

Open the "More options" tab.

Clicko Fi r mwar e update”.

If new firmware is available, it will be displayed to yGlick Firmware Update.

The update process starts and you can monitor the progress under "Information".

If you have received individual firmware from Lehmann, select the firmware on the
drive or folder where you previously saved it.

Click on "Open". The update process starts automatically and you can monitor the
progress under "Information.

3.4 Assisance functions

With the assistance function, RFID systems and transponders garogemmed in the LMS by
using aguided process. In order fgrogramnew locks, at least one primary controller and then, if
necessary, the secondary controllers connected to it must firgirbgrammed(see point 3.3). All
controllers and locks to bprogrammedmust be in the factory delivery status, otherwitiee
programming procedurés not possible. Locks that have already beeagrammedin in other
projects orthat have been programmedith a master card must first be reset to the factory
delivery status.

3.4.1 Progranmingtransponders

T

Clickin the main menwn “Program transpondetsand follow the instructiongn
the software

Place a transponder on the USB desktop reader and leave it there during the
processof adding the transponder to the LMS software.
Enter the name of the transponder in tip@p-up window
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4 Create a new transponder - O X

‘£ LEHMANN'

Create a new transponder

General settings Permissions

uiD: * |02286FCa434450 |
Transponder type: | MIFARE_DESFIRE (MIFARE_DESFIRE) ~ |
Name: * [Peter Schmidt |
Group: | v |
Valid from: E Un'
Valid until: [ unlimited
Staff-No: [12385 |
Department: |Safes |
Location: IMinden |
Building: |L\-‘ |
Floor: [1 |
Room: |1-1 |
|

Comment: ’

Image: o e Add image

! ‘ s Delete image

e Read UID < Cancel

Figure: Create a new transponder

1 You can enter additional information in the poip windowto simplifythe
administration

9 If the transponder should not be valid immediately and / or not indefinitely,
uncheck the boxValid front or “Valid td and enter the corresponding date.

T Click on " Save’”.

The data igransferredto the transponder.

9 After the process has been completed, you ptateanother transponder on the
USB desktop reader and repeat the pees

=

3.4.2 ProgrammindrFIDsystens (CAPTOS / CAPTOS iCha@fePTOS centjal
The CAPTOSAPTOS iChargad CAPTOS centtatks must be in the factory delivery
status and must not have already beprogrammedwith a master card or in another
LMS project. Make sure that the lock is connected to a controller that has already been
programmedand that it is supplied with power. Under Assistants, clickRrmogram
locks". Follow the instructions in the wizard to initialize and configure the RFID systems.
Programmingvithout an assistant and the configuration options are described in detail
under point 3.5.
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3.5 Programming and configurif®fIDsystens

There are different ways gfrogrammingCAPTOS and CAPTOS iCharge locks in the LMS. It must
be ensured that the lock is correctly connected to a controller and that both the corresponding
primary controller and, if applicable, the secondary controller are corrgethgrammedin the

LMS and connected to a powsupply ToprogramCAPTOS central locks, follow the instructions

in point 3.5.3.

3.5.1 ProgrammindRFIBSystens with the agpp LEHMANN Data Transfer

T
T

Open the app LEHMANN Data Transfer on your smartphone.

Hold the smartphone with the NFC antenna in the middle of the RFID reader of the
lock.

The initial information from the RFID system is transferred to the app.

It is recommended that you give the lock a clear and understandable name in the app,
with which you can identify the lock.

Click"Add" in the app to confirm the name.

Repeat the process for further RFID systems.

The name for the next lock is logically generated, so if the previous lock was named
“113", then “114” would be suggested as
will add that name for the selected lock. A name can also be entered manually by
writing in the text field and confirmed with "Add".

Click on "Data transfer" in the LMS software.

Place the smartphone with the open app on the ld88ktop reader and leave it there
during the entire data transfer.

The information from the RFID systems is how being transmitted. A configuration
window opens one after the other for each RFID system. Configure the locks. Make
sure to use the correct time zone. For more information about the configuration
options, see pimt 3.11. Then click on "Save".

LEHMANN'

Ein neues Schloss anlegen

Ein neues Schloss anlegen und konfigurieren - [m} X

Allgemeine Einstellungen Berechtigungen Weitere Optionen

Name: * Iln(k 1

uiD: I20313941594650000030001F

Gruppe: I ~

Standort: IMmden

Gebaude: ILV

Etage: I1

Raum: |1.1

Betriebsmodus: @ @ Feste Zuordnung O Freie Schrankwahl
Automatisches SchlieBen: @ @® aus O zeit O Zeitpunkt

Bearbeiten
Automatisches Offnen: @ @® aus O zeit O Zeitpunkt

Bearbeiten
Akustisches Signal: 6 @ An O Aus
Betatigungsprotokollierung: @ O An @ Aus

Zeitzone: IEumpe_"BErlm v
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Figure: Create a new lock

The new configuration data for the RFID systems are transferred back to the
smartphone.

Hold the smartphone with the open app in front of the RFID readers of the locks one
after the other until the data transfer is confirmed with a green tick. The new
configuration data is transmitted to the individual RFID systems.

The initial programming of the RFID systems is completed by placing the smartphone
with the open app on the USB desktop reader again and clicking on "Data transfer" in
the LMS software. With this step, the software receives confirmation that the RFID
systems are now configured and ready for use.

3.5.2 ProgrammindRFIBsystems with LEMIANN Data Transfera theLAN
This way oprogrammingnew locks is particularly suitable if the locks and the LMS
installation ardocated separately from each othéFhe RFID systems must be in the
factory delivery state and be connected to the network vi@grammedcontroller.

T
)l

=

Open the app LEHMANN Data Transfer on your smartphone.

Hold the smartphone with the NFC antenna in the middle of the RFID reader of the
lock.

The initial information from the RFID system is transferred to the app.

It is recommended that you give the lock a clear and understandable name in the app,
with which you can identify the lock.

Click"Direct" in the app to confirm the name.

Hold the smartphone with the NFC antenna in the middle of the RFID reader of the
lock.

Repeat the process for further RFID systems.

The name for the next lock is logically generated, so if the previous lock was named
“113", then “114" would be suggédieadcas
will then add that name for the selected lock. A name can also be entered manually
by writing in the text field andonfirmedwith "Transfer" After selecting the name in

the app, told the smartphone with the NFC antenna in the middiéhefRFID reader

of eachlock

Under "Network" in the LMS menu click on "Controller".

Expand the structure tree of the controller to which the locks are connected.

Click on the individual locks and complete the corresponding configurations. Then
click on "Save".

After saving, the lock jgrogrammedand can be used.

3.5.3 ProgrammindrFIDsystems via LAN withouEHMANN Data Transfer

(especially for CAPTOS central)

It must be ensured that the lock is correctly connected to a controller and that both the
corresponding primary controller and, if applicable, the secondary controller are
correctly programmed in the LMS and connected to a power supply.

il
il

Cl i ck on “hdérdNetworldih theeLMS memu
Select the controller to which the lodk connected, that should his programmed
To do this, unfold the structure tree of the controller.
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1 Locks that have not yet begrogrammedare marked with a blue star anwlith the

UIDin the overview

4. LEHMAMNM Management Software

£ LEHMANN'

LEHMANN Management Software

O

X

Abmelden

Home

L] Matrix

Transponder

@EI Transponder
== Transpondergruppen

Schldsser
& Schlasser

& Schlossgruppen

Netzwerk
£ Controllers

Datentransfer
ki Datentransfer
am Lese Transponder

Assistenten

ki Transponder anlernen

kA sSchldsser anlernen

"~
Controllers

A Bearbeiten

..... = 010
..... = on
..... & ;2
----- §£1 2037364D5756501900410050

Impart / Export
Einstellungen v
Benutzer:  admin USB-Tischleser Projekt: | Captos Demolocker

Figure:Programmingan RFID lock

9 Select the lock with a doubldick that should be programmedrhe configuration

window opens.

% Schloss bearbeiten - | X

L LEHMANN'

Schloss bearbeiten
Allgemeine Einstellungen  Captos iCharge Berechtigungen Weitere Optionen  Information
Zuweisen Zuw: | v|
Mame: * |Name |
[8]]nH |203?364D5?56501900410050 |
Gruppe: | v|
Standort: | |
Gebdude: | |
Etage: | |
Raum: | |
Betriebsmodus: @ ® Feste Zuordnung () Freie Schrankwahl
Automatisches SchlieBen: B @ Aus O Zeit O Zeitpunkt

Bearbeiten
Automatisches Offnen: B @ Aus O Zeit O Zeitpunkt
Bearbeiten

Akustisches Signal: B @ An O Aus
Betdtigungsprotokollierung: 6 O An @ Aus
Zeitzone: | Europe/Berlin e

B Speichern % Abbrechen
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Figure: Configuration window RFID lock

1 If you cannot clearly identify the lock, click on "Identifier" under "Further options".
The lock starts beeping and flashing white with the status LEDs. Addeatfication
of the lockis possible in this way.

1 Enter a name for the lock, carry out further configurations if necessary and click on
"Save".

9 The lock is now displayed with its hame and a blue dot. As soon as the data has been
automatically transferred to the lock via the network, the blue dot disappears and the
lock isprogrammed

3.6 Data Transfer

After eachaddingof new transponders or lock® the LMSas well as after authorization and
configuration changes in the software there is a need for programming on the transponders or on
the locks. The programming requirement is shown in the matrix and in the lock / transponder
overviews by a blue dot next tdné¢ transponders or locks.

In online mode, all authorization and configuration changes are transmitted to the locks in real
time. The blue dots then usually disappear after a few seconds. An exception tothiEsieange
of the validity of a transponder. This must be updated \Data Transfer" after the change.

In the event of network disruptions, changes may not be able to be transfaliredtly to the
locks In this case, or in the case of mixed operation with offline locks, the data transfer function
can be used. To do this, proceed as follows:

9 Click or‘Data transfet in the main menu.
T Inthel i s t Tandpandes dnd“Locks there areall components with programming
requirements.
91 Datatransferto transpondes:
0 Place the transpondemsith programming requiremendne at a time on the USB
desktop reader.
0 The data is transferred automatically
The transponders are now programmed and can be used for the RFID systems.
0 The blue dot next to the transponder and next to the RFID systems in the matrix
has now disappeared.
o0 Hold the transponder in front of the RFID reader and check the open / close
functions when the furniture door is open.
0 After successful data transfer, the transponders are automatically removed from
the list.
9 Data transfer to smartphongsiot applicable for CAPTOS centogks)
0 Open the app LEHMANN Data Transfer on your smartphone.
0 Place the smartphone with the open app on the USB desktop readkleave it
there during data transfer.
0 The data is transferred automatically.
0 Hold the smartphone with the app in front of the RFID readers of the |ocks
the data transfer is confirmed with a green tidkold the NFC antennaf gour
smartphone centered in front of the RFID readétre lock.

o
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0 The new permissions are transferred to the individual locks.

0 The process is completed by placing the smartphone with the open app on the
USB desktop reader and by clicking“@ata transfet in the LMS software. With
this step, the software receives the confirmation that the RFID system has received
the new authorizations.

o0 After successful data transfer, the transponders are automatically removed from
the list.

3.7 Assign authrisation'sdelete authorisations

Depending on the available storage space, up to 250 authorizations can be programmed to a
transponder. If more than 250 authorizations are required on a transponder (e.g. card for facility
management), a special transponder type (see point 4.2.3) musbiggared.

T Click on “Matrix” in the main menu.

1 Assign permissions for transponders for the required RFID systems by ticking in the
matrix with a mouse click.

9 To delete an authorization, remove the check mark in the matrix with a mouse click.

1 The blue dot next to the transponder and next to the RFID system means that a data
transfer to the transponder or to the RFID system has to be carried out.

1 As soon as the data transfer is completed and the new authorizations have been
automatically transferred to the lock, the blue dot will disappear.

9 If the blue dot does not disappear, the connection between the LMS and the lock is
(temporarily) interrupted. In this case, the pending data transfer can be carried out
manually using the LEHMANN Data Transfer app (see point 3.6).

3.8 Gruppen

For easier management, transponders and RFID systems can be grouped. It is possible to create up
to ten group levels. The groups are displayed in the matrix next to the associated transponders or
the associated RFID systems. Note that groups are not displayed in the matrix until transponders
or RFID systems have been assigned to these groups.

3.8.1Transponder groups

T Click on QgTfTmampsponde®mn receive an overview
Transponder groups are displayed under th
are possible:
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4 LEHMANN Management Software - O X
|H M X
7 | Abmelden
LEHMANN Management Software
Schlossgruppen
Matrix
+ Meu | /] Bearbeiten | Loschen
Transponder -
(8 Transponder Schl kdnnen per Drag, p giner Gruppe zug. werden, Mehrere Schidsser kénnen mit Strg- und Umschalttaste markiert werden.
- Gruppen kdnnen ebenfalls per DragéD hoben werden,
(@ Transpondergruppen ohne zug betinden sich im Ordner Hauptgruppe”,
Gruppen _ Schigsser in der Gruppe
“ Hauptgruppe 009
b 208
& Schlossgruppen Captura / M-Serie 004
Offline 02
005
£ Controllers 006
o001
Datentransfer
003
Al Datentransfer o1
o Lese Transponder 0o
— 007
[ Assistenten | 002
Ai Transponder anlermen
&L Schlosser anlemnen
%| Import / Export
Einstellungen
&, LMS-Benutzer
= Projekte
= Projekteinstellungen
Lizenzen
)% Systemeinstellungen
Info
Benutzer admin USB-Tischleser: Projekt: | Captos Demolocker ~

Figure: Transponder groups

0 New: Add new groups
o Edit: Change existing group names and hierarchy levels
0 Delete: Delete groups

3.8.1.1Add transponder group

ck on “ New"®

A ClI

created group as the superior group.
A You can assign colours to each group displayed in the matrix.
A Click on “Save®*

3.8.1.2Assign or move adnsponder to a group
A All transponders that are not assigned to a group are located in the folder

“Main group”
A Select one or more transponders to be assigned or moved to a group.

A Then drag & drop the transponders into the required group.

3.8.1.3Edit transponder groups
A Select the group to be changed in the list with a mouse click and click on

“ E d i t ”
Change the name of the group, the parent group or the colour
representation in the matrix.

A CI ck on *“ Save*®

>\
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A To move groups, select a group and drag & drop the group to the required
location. Any sulgroups are moved as well.

3.8.1.4Delete transponder groups
A Select the group to be deleted in the list with a mouse click and click on
“Del et e”
A Confirm the deletion.

A If transponders are still in the group that should be deleted, the
transponders are retained and are moved to the next higher group.

3.8.2 Lock groups
T Click on “Lock groups in the main menu a
groups. You can also assign a superior group to a lock group. Lock groups are
di splayed under the “Main group”. The f ol

o x

& LEHMANN Management Software

E I—E H MAN N | Apmelden

LEHMANN Management Software

Schlossgruppen
Matrix

+ Heu |/ Bearbeiten | Losthen

Transponder

0 Tansponder Schidsser kénnen per Drag&Drop einer Gruppe zZugewitsen werden. Mehrere Schidsser kénnen mit Strg- und Umschalttaste markiert werden, Gruppen
kénnen ebenfalls per Drag&kDrop verschoben werden.

& Fansponderan v
| 2] Transpo dergruppen Schidsser ohne zugewiesene Gruppen befinden sich im Ordner Hauptgruppe”.

Gruppen Schigsser in der Gruppe
Hauptgruppe Lock 1
Etage 1 Lock 2

8 Schlossgrupper | Etage 2 Lock 3
Lock 4

Datentransfer

i Datentranster

s Lese Transponder

Ki Transponder anlernen
M Schidsser anlernen

Impaort / Export |
[ Einstellungen |
B MsBenutzer
| Projeite
= Projeiteinsteliungen

Lizenzen

« Systemeinstellungen

@ Uver

Eenutzer:  Admin USE-Tischleser: Projekt: | Projekt 1 w

Figure: Lock groups

0 New: Add new groups
o Edit Change existing group names and hierarchy levels
0 Delete: Delete groups

3.8.2.1Add lock groups
A Click on “ New"
A Assign a name to the new group and, if necessary, select a previously
created group as the superior group.
A You can assign colours to each group displayed in the matrix.
A Click on “Save®*
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3.8.2.2Assign or move a lock to a group

A All locks that are not assigned t

group” (see figure “Lock groups”).

A Select one or more locks to be assigned or moved to a group.
A Then drag & drop the locks into the required group.

3.8.2.3Edit lock groups

A Select the group to be changed in the list with a mouse click and click on
“Edit?”.

A Change the name of the group, the superior group or the colour
representation in the matrix.

A Click on “Save®*.

A To move groups, select a group and drag & drop the group to the required
location. Any sulgroups are moved as well.

3.8.2.4Delete lock groups
A Select the group to be deleted in the list with a mouse click and click on
“Del ete” .
A Confirm the deletion.
A If locks are contained in the group to be deleted, the locks are retained
and may be moved to the next higher group.

3.9 Berechtigungsvergabe von Gruppen

)l
1

Click on “Matrix®“ in the main menu.

Click on the group name (transponder / lock) within the matrix. The associated
transponders or locks are hidden, so that only the group name is displayed (see figure:
Groups (2)).

LEHMANN Management Software LEHMANN Management Software

LEHMANN LEHMANN
LEHMANN Management Software LEHMANN Management Software
Coe roar

Matrix

Transponders

Transponders

@ Transponders
@3 Transponder groups

Locks

Lock 1
Lock 2
Lock 3

& Lodk groups

Data transfer Transponders

&l Data transter Heike Meyer
& Read transponder 4 Peter Schmidt
—rT——
Figure: Groups (1) Figure: Groups (2)

Authorise the entire group on the respective RFID system by ticking in the matrix with a

mouse click.

The blue dot next to the transponder group and next to the RFID system means that data
must be transferred to all transponders in the group or to the RFID system.

In online mode, the blue dots usually disappear within a few seconds. If this is not the case,
for example due to a network problem, you can carry out the data transfer manually (see

point 3.6).
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If not all transponders or locks of a group have the same authorizations, this is indicated in the
matrix by a gray tick.

CAUTION: If there are a large number of concurrent permission changes, such as those that occur
when permission changes are made to groups, the software LMS may need much more time to
process the changes.

3.10 Add, configure and delete transponders
To add, configure and delete transponders, you need the appropriate authorization (see 4.1).

T Click on “Transponders” in the main menu an
1 The following actions are possible

0 New: Add new transponders

o Edit The settings for one or more selected transponders can be changed.

1 Several transponders can be marked and selected at the same time (Ctrl or shift key). In
this way, configurations (e.g. validity) or actions (e.g. deleting lost transponders) can be
carried out for several transponders at the same time. To configure detvarsponders
at the same time, click on "Edit" after selecting the transponders. Please note that not all
actions or configuration changes for transponders can take place at the same time. Certain
changes must be made separately for each transponder.

LEHMANN Mznagement Software

"El LEHMANN T

LEHMANN Management Software

Transponder
Matrix
v Neu

Name uo Gruppe Personalr abteilung Standort Gebsuae nge
Edin Callins oaco2cs2r 5080 52831 Vertrich Minden ]
—m_m_

Kathrin Schro der u.mmarasn.w Vertrieh Minden 05
[ [ e er ——mm_—_
-m———m_—_—

Projekt: [Projext 2

Figure: Selectlon of several transponders

3.10.1Add new transponders

T Click on “ New” to create a transponder .

T Pl ace a transponder on the USB desktop re
transponder's UID is automatically written to the required UID field.

1 The Transponder Type field is automatically filled.

T The foll owing settings are possible in th
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4 Einen neuen Transponder anlegen - a X

£ LEHMANN'

Einen neuen Transponder anlegen

Allgemeine Einstellungen  Berechtigungen

uiD: = |

Transpondertyp: MIFARE_DESFIRE (MIFARE_DESFIRE)

Name: * ||

Gruppe: | v
Gilltig ab: [ Unbegrenzt
Giltig bis: (4 unbegrenzt

Personal-Nr:

Abteilung:

Gebaude:

Etage:

Raum:

Kommentar:

[
I
Standort: [
I
{
|

Bild: “‘r}' Bild hinzufugen

’ 3 - Bild I6schen

@ UID auslesen % Abbrechen

Figure: Create a new transponder

0 Assign a unique name for the transponder.

o0 If necessary, assign the transponder to a previously created group.

o If the transponder is not to be valid immediately and / or not indefinitely,
uncheck the box “Valid from” or “Valio
date.

o If required, enter additional information about the person using the
transponder, such as employee number, department, etc.

o You can add a picture of the transponoc

or delete an existing picture by click
T Click on “Save”.
T Click on “Data transfer?” in the main menu

transponder (see 2.5).

3.10.2Settings for the transponders

T Click on “Transponder s* in the main menu.
1 Select one or more transponder in the overview of all transponders and click on
“Edit”.

1 You can use the filter function to search for specific transponders. To do this, enter a
part of the transponder name in the filter, then you will see all transponders that
contain the text in the name.

1 The information and settings in this screen can be changed at any time, except for the
UID and Transponder Type.
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T Click on “Save®.

1 In exceptional cases (e.g. when changing the period of validity) there is also a need
for programminghe transpondersn online operation. This is indicated by a blue dot
next to the name of the transponder in the transponder list or under data transfer. In
this case, click on "Data transfer" in the main menu and, if necessary, transfer the
changes to the transponder (speint 3.6).

3.10.3Permissions
In addition to the authorization management in the matrix, permissions can also be
managed in the main mBapending ondle availablerstarage ponder
space, up to 250 authorizations can be programmed to a transponder. If more than 250
authorizations are required on a transponder (e.g. card for facility management), a
special transponder type (see point 4.2.3) must befigured.

T Click on “Transponder s” in the main menu.
1 Select one or more transponder in the overview of all transponders and click on
“Edit " .
M Click on the “Permissions” tab.
[ & edittransponder - o x|
f LEHMANN
| Edit transponder

General settings Permissions  More options

Single or multiple locks as well as groups can be marked and moved with both arrows.

Authorized locks Available locks
Floor 1 [E Floor 1

Lock 3 Lock 1
Lock 2

‘. f#

[
i Read UID * Cancel

Figure: Edit transpondersPermissions

1 Inthe right table (Available locks) you will find all the locks that are already available
in the project and for which the transponder has no authorisation. Furthermore, the
groups in which the locks are located are displayed here.
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1 Inthe left table (Authorized locks) are the locks for which the transponder is already
authorized. Furthermore, the groups in which the locks are located are displayed
here.

1 Select and mark any number of locks and drag the locks from one side to the other in

order to edit permissions. Before the data transfer is done, changes in permissions

are marked in this view with a blue dot (new authorization) or with a red cross

(authorization revoked).

You can also move entire groups including all locks.

Programming requirement is indicated by a blue dot.

Click on “Save”.

The data is transferred to the locks automatically. In exceptional cases, there is also a

need for programming in online operation. This is indicated by a blue dot next to the

name of the transponder in the transponder list or under data transfer. Incthse,

click on "Data transfer" in the main menu and, if necessary, transfer the changes to

the transponder (see point 3.6).

=A =4 =4 =4

3.10.4Replacing and deleting transponders and more options

T Click on “Transponders®® in the main menu.
1 Select one or more transponder in the overview of all transponders and click on
“Edit?”.
T Click on the tab “More options"”
T I'n the tab “More options” the following s
(& edittransponder - o x
Bl LEHMANN
| Edit transponder
General settings  Permissions More options
Delete / Replace Shared use
- Replace transponders 9 Assignment display
Reset transponder - Reset assignment
] Delete lost transponder
I
i g Read UID * Cancel

Figure: Edit transpondefrMore options
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A Replace transponder§he transponder can be replaced e.qg. after loss.

o Click on “Replace transponders”.

o0 Place the new transponder on the USB desktop reader and click on
“Read UI D”.

o All previous authorizations and blocking remarks are automatically
transferred to the new transponder. The previous transponder loses

its validity for locks in ,assigne:
o Click on “Save”. The data transf et
automatically.
ATTENTION: Click on "Data transfer"” in the main menu and check whether there is
a need for programming. Usually this is not the case. However, especially in the
event of network disruptions, it may happen that the authorizations for the
corresponding locks cannot be updated automatically. In order to prevent
unauthorized access with the replaced transponder, you should immediately carry
out the data transfer to the RFID systems with the smartphone as described in point
The temporary authorisation for a lock in “shared use” mode is not transferred to
the new transponder. In this case, an emergency opening must be carried out on
the lock (see point 5.5).
A Reset transpondeiThe transponder will be reset. The transponder does not
appear in the matrix any more. The transponder can then be programmed
again.
0 Place the transponder that should be reset on the USB desktop
reader.
o Click on “Reset transponder®.
0 The transponder is reset immediately and removed from the matrix.
There is no further need for progr :
Delete lost transpondelAll information on the transponder will be deleted.
The transponder does not appear any longer in the matrix. The transponder
can then be used again.
o Click on “Delete | ost transponder “.

0 The transponder will be deleted immediately and removed from the
matrix.

ATTENTION: Click on "Data transfer"” in the main menu and check whether there is
a need for programming. Usually this is not the case. However, especially in the
event of network disruptions, it may happen that the authorizations for the
corresponding locks cannot be updated automatically. In order to prevent
unauthorized access with the replaced transponder, you should immediately carry
out the data transfer to the RFID systems with the smartphone as described in point
3.6. Only then is the authorization in the locks in "fixed assignment" mode deleted.
Otherwise, the old transponder retains access authorizations until the
authorizations have been updated and there is no longer any need for
programming.
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A Assignment display: f an RFID lock in the operat
been locked with the transponder, the name of the corresponding RFID lock
is displayed.
o Place the transponder on the USB desktop reader.
o Click on “Assignment display®
A Reset assignmenAf t er an emergency opening in
use’, the transponder is blocked for
operating mode “ s h alodkthe trasspohder, usethiso r d e r
function:
o Place the transponder on the USB desktop reader.
o Click on “Reset assignment
0 The occupancy settings on the transponder are automatically
del eted. There is then no further 1
transfer?”

3.11 Configure and delete RFID systems
You need the appropriate authorization &uld, configure and delete RFID systems (see point
4.1).

9 Click on "Locks" in the main menu and you will get an overview of the RFID systems.
In this overview you can see all tagailableRFID systemis this project as well as
further information such as growgpoperating mode, status displays, network faults,
etc.

9 Several locks can be marked and selected at the same time (Ctrl or shift key). In this
way, configurations (e.g. operating mode) or actions (e.g. resetting locks) can be
carried out for several locks simultaneously. To configure several locks at the same
time, click on "Edit" after selecting the locks. Please note that not all actions or
configuration changes for locks can take place at the same time. Certain changes must
be made separately for each lock.

4 LEHMANN Management Software - [u} X
0@ @
LEHMANN R
LEHMANN Management Software
~ -
Schlésser
[0 watrix ®
Aktive
+ neu | |/ Bearbeiten
Transponder = O archiv
(5 Transponder Filter:
(@3 Transpondergruppen | |
Mame  Gruppe  Standort Gebaude Etage Raum Status ProduktD  HwRevision  FwBranch  FwVersion  Produkiname
| [oo1 | captos... | Lehmann Vertr... | o1 Feste Zuordnung 00030004 00030401 04111 CAPTOS iCharge
[__looz ] capros.. | Lenmann vertr.. | tvo1 Feste Zuordnung _ 00030003 | 00030301 01109
003 CAPTOS... Lhemann Vertr.., V01 EG_ Showroom Feste Zuordnung 00030004 00030401 00 0.1.109 CAPTOS iCharge
- Lenmann Vertr.., | Vo1 Feste u:rdmmg 00030004 00030401 01109 mpmmnarge
Controll | oos ] capros. ot BN | ooosooos [ ooososor 0.1.109
006 CAPTOS... Lehmann Vertr... V01 Showroom  Feste Zuordnung An 00030004 00030401 ) 0.1.109 CAPTOS iCharge
Datentransfer 007 CAPTOS... Lehmann Vertr.. Lvo1 EG  Showroom  Feste Zuordnung 00030004 00030401 o 0.1.109 CAPTOS iCharge
& Datentranster 008 CAPTOS... Lehmann Vertr.., V01 RG  Showroom  Feste Zuordnung 00030003 00030301 ] 0.1.109 CAPTOS
& Lese Transponder 008 CAPTOS... Lehmann Vertr... V01 EG 00030003 00030301 ] 0.1.109 CAPTOS
010 CAPTOS... Leh . W01 EG nun 00030004 00030401 ] 0.1.109 CAPTOS iCharge
ot1 CAPTOS... Lehmann Vertr... V01 EG  Showroom  Feste Zuordnung 00030003 00030301 oo 0..109 CAPTOS
0z CAPTOS... Lehmann Vertr.., V01 EG  Showroom  Feste Zuardnung 00030003 00030301 o 0.1.109 caPTOS
ki Transponder anlemen
@ptura Offiine Freie Schrankwahl - 00030001 00030101 ] 0.1.95 Captura MIFARE
A scntosser anlemen ® a0 Offline Feste Zuordnung ? 00020003 00020301 00 0.1.95 1033
4+ Import / Export
2, vs-senutzer
= Projekte
= Projekteinstellungen
s
ﬂ Uber
admin UsBTischleser: | Projekt: | Captos Demolocker -

Figure: Selecting multiple locks
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3.11.1Configuration oRFIDsystems
M Click on “Locks*® in the main menu.
9 Select one or more locks in the overview for which the configuration should be
changed and click on “Edit?’
9 You can use the filter function to search for specific locks. To do this, enter a part of
the lock name in the filter, then you will see all locks that contain the text in the
name.
T I'n the tab “ Gener al settings’”, the foll ow
can be made both directly when the lock is added and during operation:
o Operating mode: Selection of the operating mode (Note: RFID systems in
the operating mode “shared use” are st
front of the lock name). Further information about the operating modes can
be found in 1.3.1.
o Automatic locking: In addition to the default setting (Off), a time period or a
fixed time can be selected when the locks close automatically. This function
i s avaidssignedluge imomde. NOTE: Pl ease note t
only suitable for locks with springloaded bolt
0 Automatic opening: In addition to the default setting (Off), the locks can be
configured to open automatically after a period of time or at a fixed time.
0 Acoustic signal: In addition to the default setting (On), the acoustic signal can
be deactivated.
o Activity logging: Activities on the RFID systems can be logged and transferred
using the LEHMANN Data Transfer app and then displayed in the software.
This function is deactivated in the factory settings. When you first click on
“On” wi t hi nmuatmpke a@de@son whetheryou want-fa2tor
authentication.

Use two-factor authentication? X

Activity logs are only displayed to LMS users with
administration rights.
Do you want to activate two-factor authentication (e.qg.
release by a second person)? If you click on “Yes®, the
protocols will only be displayed after the second password
has been entered.
If you click "No”, the protocols will not be encrypted.
If you click "Cancel’, the activity log is set to "Off",

This setting applies to all locks in this project.

Yes No Cancel

Figure: Tweactor authentication

With a 2factor authentication (enter of a second password) the log files are
additionally secured. Furthermore, in the main menu under Project settings

(see 2.11.2) you can set how long the data should be stored in the software

(factory setting: 14 daysThe display of the data is only possible for users

with *“admin rights?”.

After activating the *“Activity |l ogging

59



‘£l LEHMANN'

% . Schloss bearbeiten - o X
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Schloss bearbeiten

Allgemeine Einstellungen  Captos iCharge Berechtigungen Weitere Optionen Information Schlossbetdtigungen

MName: * |DD‘I |
Ui |203?364D5?56501 300410050 |
Gruppe: | CAPTOS Online v|
Standort: |Lehrnar1r1 Vertriebsgesellschaft |
Gebaude: |1 |
Etage: |EG |
Raum: |Showroom |
Betriebsmodus: @ ® Feste Zuordnung (O Freie Schrankwahl
Automatisches SchlieBen: D ® aus O Zeit O Zeitpunkt

Bearbeiten
Automatisches Offnen: D ® aus O Zeit O Zeitpunkt

Bearbeiten
Akustisches Signal: 0 @ An O Aus

Betdtigungsprotokollierung: 0 @ An O Aus

Zeitzone: | Europe/Berlin e

_H Speichern % Abbrechen

Figure: Edit lock General settings

o0 Time zone: If the time zone for the RFID system is not set correctly, please
set the correct time zon€lhe correct time is necessary for tirdependent
functions.Also make sure that the time on your smartphone is set correctly.

Enter your required settings for the RFID lock.

Click on “Save".

The data is automatically sent to the respective lock.

In exceptional cases, there is also a need for programming in online mode (see point
3.5).

=A =4 =4 =4

3.11.2Additional functions for CAPT@3PTOS iChargand CAPTOS central

locks
T Click on “Locks® in the main menu.
1 Select one or mor€APTOEAPTOS iChargeCAPTOS centilacksin the overview
for which the configuration should be cha
1 If you have selected a lock, you can make the following settings in the additional tab
"Captos’ "Captos iCharged r “ CAPTOS central?”
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Schloss bearbeiten

Allgemeine Einstellungen Captos iCharge Berechtigungen Weitere Optionen Information

Status LED | Always v

Alarm [ Activated
packground LeD [ [ seiect|
USE Charge ® an O aus

H Speichern % Abbrechen

Figure:CAPTOSAPTOS iChargad CAPTOS centsalttings

o0 Status LEDrhe status LED signals to the user whether the lock and thus the
locker is open or closed. This function is particularly suitable for locks in the
shared use operating mode. Green stands for open (available), red for
closed (occupied). The following satis are possible in the dregown
menu:

A Off: The status LED never lights up, apart from optical signals when
opening or closing the lock.

A Only when open: The status LED only lights up when the lock is
unlocked.

A Only when closed: The status LED only lights up when the lock is
closed.

A Always: The status LED is always on.

o Alarm:By ticking the box, the alarm function of the lock can be activated or
deactivated. When the lock is locked, the locking pin is detected by a sensor
in the lock. If the lock is locked and the locking pin is removed without
opening having taken place, aréed opening can be assumed and an
audible alarm is triggered. If the logging function is activated, the time of
the alarm is logged.

0 Background LED (only with CAPTOS iCh&de): c ki ng on “ Sel ect
dialog window in which the colour of the background LED can be set. Click
on the color scales to select the required colour, or RGB values can be set.
The LED can also be deactivated by setting the colour to black (All RGB
values = 0).
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0 USB charge (only with Captos iChargée USB charging socket can be
activated or deactivated.
1 Click on "Save".
The data is automatically sent to the respective lock.
1 In exceptional cases, there is also a need for programming in online mode (see point
3.5).

=

3.11.3Permissions
M Click on “Locks*® in the main menu.
1 In the locks overview, select one or more locks for which the permissions should be
changed and click on “Edit?"”.
1 In addition to the authorization management in the matrix, permissions can also be
managed in the tab “Permissions”:

% . Schloss bearbeiten — O =

£ LEHMANN'

Schloss bearbeiten

Allgemeine Einstellungen Captos iCharge Berechtigungen weitere Optionen  Information  Schlossbetdtigungen
Einzelne ader mehrere Transponder sowie Gruppen kénnen markiert und mit beiden Pfeilen verschoben werden.

Berechtigte Transponder Verfagbare Transponder

=7 Group 1 =~ Group 1
131 b 197

s 4l

H Speichern % Abbrechen

Figure: Edit lock Permissions

1 Inthe right table (Available transponders) you will find all the transponders that are
already available in the project and that have no permission at this lock.
Furthermore, the groups in which the transponders are located are displayed here.

1 Inthe left table (Authorised transponders) are the transponders that have a
permission for this lock. Furthermore, the groups in which the transponders are
located are displayed here.

1 Select and mark any number of transponders and drag the transponders from one
side to the other in order to edit permissions. Before the data transfer is done,
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changes in permissions are marked in this view with a blue dot (new authorization)
or with a red cross (authorization revoked).

You can also move entire groups including all transponders.

Click on “Save”.

The data is automatically sent to the respective lock.

In exceptional cases, there is also a heed for programming in online mode (see point
3.5).

= =4 =4 =4

3.11.4Reset lock, delete lockemote openingdjrmware updatesnd further

funtions

M Click on “Locks"” in the main menu.

M I'n the overview of | oc ks, select the requ
T I'n the tab “More options” the following s

% Schloss bearbeiten

£ LEHMANN'

Schloss bearbeiten

Allgemeine Einstellungen Captos iCharge Berechtigungen

c? Schloss zurdcksetzen et Schloss loschen
F ) ACHTUNG: nach Betatigung
ia Firmware-Update dieser Funktion ist das

Schloss nicht mehr nutzbar!

Open Lock
Close Lock

* |dentify

H speichern % Abbrechen

Figure: Edit lock More options

0 Reset lockThe lock will be set to the factory settings. Confirm the reset in
the pop-up window.
A Click on ,Save?®“.
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A The lock is reset via the network. After a successful reset, it appears
like a new lock and is marked with a blue star under the menu item

“Network” and "Controller"™
A If the lock cannot be reached online, it can also be reset offline (see
point 2.9.4).

o Delete lockThe lock can be deleted from the software e.g. in the event of a
defect without further programming possibilities. Confirm the operation
after clicking “ DellIMRORTANT:0he lockcannot t he d
be used any more after this process.

o Firmware updateThe lock is put into the mode for firmware updates. The
firmware update is transferred over the network to the lockfter a
successful update, it appears under "Locks" and has the new firmware
revision in thecolumnFW version

o OpenlockCl i cking “Open Lock”™ wil/l remot el
is online.

0 CloselockCl i cking “Close Lock” wild remot e
online.

o Identifier: In order to check which lock is currently being processed in the
LMS, you can click on "Identifier". If the lock is online, the lock's status LED
flashes white for approx. 20 seconds and the lock gives an acoustic signal
during this time.

ATTENTION: If a programming requirement for the lock continues to be listed under
Data transfer after resetting a | ock, t he
then del eted with the button “Delete | ock

3.11.5Activity logging (only with admin rights)

9 This function must be activated for all relevant locks (see 2.9.2).

9 The lock saves the last 640 activities. The oldest entry is overwritten in the lock
when new events are added. Administrators can decide how long the collected data
will be stored in the LMS.

i The data is transmitted online from the locks to the LMS.

M Click on “Locks"” in the main menu.

T I'n the overview of |l ocks, select the requ
logs are only displayed for one lock. It is not possible to display the activity logs of
several locks at the same time.

T The foll owing operations can be done in t

64



‘£l LEHMANN'

Edit lock - m] X
‘Ll LEHMANN
Edit lock
General settings Permissions More options Lock activities
Display data i Delete data {-:I To the clipboard o Change password
Timestamp Transponder Name Action
Donnerstag T e —T Re;ectec ....................
Donnerstag, 10. Oktober 2019 13:36 (42A6FCAL94420 Peter Schmidt Close
Donnerstag, 10. Oktober 2019 13:36 Rejected
Donnerstag, 10. Oktober 2019 13:36 (42A6FCAL94420 Peter Schmidt Open
Donnerstag, 10. Oktober 2019 13:36 Q42A6FCA494480 Peter Schmidt Close
Donnerstag, 10. Oktober 2019 13:36 O42ABFCA494420 Peter Schmidt Open
< >
X o

Figure: Edit lock Lock activities

o Display datalf data is available, this button can be selected. If tHa@or-
authentication has been activated, enter your password and cliciSané.
Available data will be displayed

o0 Delete dataThe available data will be deleted.

0 To the clipboardThe dhta is copied to the clipboard so that you can paste
this data into other file formats such as Excel.

0 Change passwordf the 2factor-authentication has been activated, you can
change the password here. For security purpose, all previous activity logs are
deleted when changing the password.

3.12 Creation of RFID systems in online operation with a virtual locking plan
The LMS offerfor CAPTOS and CAPTOS iChargetluk®ssibility to prepare lock profiles in
the software without having an existing real lock, and to transfer the configuration to the real
lock at a later point in time. These virtual locks are marked with a blue star as long as they are
virtual. Thesedcks can then be assigned to real locks. Configuration settings and permissions
can be assigned to a virtual lock. This procedure can significantly accelerate the commissioning
of complex locking systems. It is also possible to create virtual locks fdata amport.

To create a virtual lock, proceed as follows:

i Click on "Locks" in the main menu.

1 Click on "New". The "Edit lock" configuration window opens.

9 You can now create a virtual lock. Enter at least the name for the virtual lock and add
further information if necessary. Permissions can be assigned to the virtual lock in the
"Permissions” tab.
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Click on "Save" to confirm the entries and create the virtual lock.

The virtual lock appears in the lock list with a blue star in front of the name.
You can now also assign authorizations for the virtual lock in the matrix.
You can create any number of virtual locks in the same way.

In order to transfer the virtual lock profiles to real locks, the real locks must be connected to
controllers that have already begrrogrammedand a network connection must kavailable
between the locks and the LMS. Then do the following:

1
1

Open theappLEHMANN Data Transfer app on your smartphone.

Click on "Data transfer" in the main menu.

ATTENTION: The virtual locks are not displayed as programming requirements

under "Data transfer".

Place the smartphone on the USB desktop reader and wait until the green tick
appears and the data transfer is completed. The data from the virtual locks is
transferred to the app LEHMANN Data Transfer.

Go to the first lock for which you have created a virtual lock profile. Hold the
smartphone in front of the lock.

An input field appears which you can entethe nameof lock. Belowyou finda list

with the names of the virtual lockbat werecreated in the LMS.

Select the appropriate name.

Then hold the smartphone in front of the lock again. The selected name including the
lock profile is transferred to the lock. The lock repdréekto the LMS via the

network. The lock replaces the preconfigured virtual lock

The virtual lock profiles are now assigned to the real locks and all settings are adopted
accordingly. The locks no longer appear with a blue star in front of the name.

Click on Controllet' in the main menu.

Here you find the new lockender the respective controllewhich are marked with a
blue dot.

If you do not want to make any more changes to the lock configurations, mark the
locks, click on "Edit" and then on "Save".

The locks are noweady to useand visible in the matrix.
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4 CHAPTER @eneral system and user settings

4.1 LMSusers

4.1.1 Hierarchy levels for users of the LEHMANN Management Software
There is a distinction between the following authorizationdisin the LMS software

Admin:

=A =4 =4 =4 -8 -4 -4 -8

Change settings in the LMS software
Activation ofactivity loggingat RFID systems
Display of lock activities

Add, edit and delete projects

Add, edit and delete LMS users

Add and manage licence keys

Add, edit and delete transponders

Add, edit and delte RFID systems
Authorization management in matrix

Manager for single pojects):

= =4 =4

Add, edit and delete transponders
Add, edit and delte RFID systems
Authorization management in matrix
Limited settings in the LMS software

Editor for single projects

T

Authorization management in matrix

Viewer for single pojects):

1

Looking into the software is possible. There are no further permissions within the
software.

4.1.2 Add new LMS users
Note: Only LMS users with admin rights are able to see an overview of all LMS users. To create
new users, a sufficient number of licences must be activated4s®e

1

= =4 =4 -4 4

Click orf'LMS usersin the main menu.

ClickonrNe w*“ .

Assign a name and the password for the new LMS user

Repeat the password.

Click the buttori+ “

Slect the projectin the dropdown list, for which the newMSuser should be
authorized.
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1 Select theauthorization leveln the dropdown listfor the new LMSuserin this
project.

M Click on “Save”.

1 Click or‘Savé in the remainingpopup window

4.1.3 Edit permissions for LMS users
i Click orf'LMS usersin the main menu.
1 Select the LMS user in the overview, for which authorization changes should be
made and click ohEdit'.
I Make the changes (e.g. username, password) directly in the wifigaitLMS
user’.
9 If the permission hierarchy is to be changed for the LMS user, select the project and

click on the buttor,

1 Change the permission hierarchy in the didgwn list and click ohSavé.
1 Click ori'Savé in the window"Edit Uset.

4.1.4 Delete permissions for LMS users
1 Click or'LMS user%in the main menu.
1 Select the LMS user in the overview, for which authorization changes should be
made and click ohEdit'.
9 Select the project for which the authorization should be deleted and click on the

button M .

1 Confirm that you want to delete the authorization.
The original authorization is no longer displayed in the wintigdit uset.
M Click on “Save”.

=

4.1.5 Change password for LMS users

Click or'LMS users  hemmaih menu.
ClickonrChange password®“.
Enter the currentpassword

Enter a new password.

Repeat the new password.
ClickonSave"* .

=A =4 =4 4 -4 =9

4.2 Projects and Project settinganly with admin permissiohs

Several projects can be managed in the LMS software. A project corresponds to a matrix with the
RFID systems, transponders and autsaiions. Depending on the storage space on the
transponders, transponders can be used in up to 5 projects. Different LMS users with different
authorizations can be assigned to projects. A change between the projects is possible with the
appropriate authoriations.

IMPORTANT: A RFID system can only be used in one project.
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4.2.1 Add a project
9 Click or‘Project in the main menu.
M ClickonNe w*
1 You have the option of adjusting the deletion intervals for the project {s2€).
1 Enter a name for the new project and clickavé.

4.2.2 Delete intervals

The LMS software stores certain data about the RFID systems and the transponders. This also
applies to deleted RFID systems and transponders. This information is stored in the
transponder archive or lock archive. You &iad the archives by clicking on "Transponsiesr

“Loclg’ in the main menu. Click diTransponder archiveor “Lock archivéin the upper right

corner.

& LEHMANN Management Software - m} X
MIM]
E| LEHMANN L B
LEHMANN Management Software
Home Lock archive
= COlg
Edit Delete lock dat:
Transponders gL elete lock data (® Lock archive
(&3 Transponders Filter:
&2 Transponder groups [
Locks Name Group Location Building Floor Room Mode of operation  Product ID Hw Revision  Fw Branch Fw Version Productname
& Locks ilock 1 Floor 1 Minden w 1 14 Assigned use 131075 131841 (] 01.77 o33
& Lock groups Lock 1 Minden v 1 141 Assigned use 131075 131841 (] 0.1.77 033
Lock 3 Assigned use 131074 131591 (] 01.77 L033-A02/A03
Data transfer
ki Data transfer
aim Read transponder
K& Program transponders
K& Program locks
Import / export
B ims users
= Projects
= Project settings
Licences
) System settings
Info
User:  Admin USB desktop reader: Project: | Project1 ~

Figure Lock archig

By default, thedeleteinterval is set to 14 days. After 14 days, all data in the dockiveand
transponder archive are deleted except the UID

To change theleletion interval of project archivingroceed as follows:

Click or'Projectsettings in the main menu.

Select the project for which the deletion interval is to be set.
Click on “Edit”.

Select theab “Deleteintervals'.

Change the value aftéDelete project archiving after X ddys
ClickoiSave*

=A =4 =4 4 -8 -9
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Furthermore, the operationat the RFID systems can be logged in the LMS softvais.
function is always deactivated (see 2.@0#line) and 3.9.2(onling) After activating this
feature, the data is stored for 14 days in the software.

To change theleletion interval of the log fileproceed as follows:

Click or'Projectsettings  hermaih menu.

Select the project for which the deletion interval is to be set.
Click on *“Edit?"”.

Select theab “Deleteintervals'.

Change the value aftéDeletelock operations afteX days.
ClickonSave* .

= =4 =4 4 -8 A

4.2.3 Transpondetypes

The transponder types used in a project must be registered in the LMS software. This already
takes place during the setp of the project, but can also be entered manually at a later point

of time.

Register transponder types manually (only with admin permissions):

9 Click or‘Project settings  hermainb menu.

1 Clickonthetab“Tr ansponder types

M ClickoiNe w* .

9 Place the transponder on the USB desktop reader and cli¢etect transponder
type’.

1 The field‘Transponder typeis filled automatically.

M Click on “Save”.

If you use existing transponders from third party providers, which are secured with a master
password, then you must enter this master password in the transponder type so that the
transponders can be used with the LMS software. In this case, you whiegetaster password
from the provider of your transponders (for example from the manufacturer / operator of your
access control system).

4.2.4 Switching between projects

In order to switch quickly between projects, select the project in the dfown list called
“Project” in the | ower right corner. Prerequ
authorizations for theequiredprojed (see2.10).

4.2.5 Change project name
9 Click or‘Projecs’ in the main menu.
9 Select the project and click Giedit’.
1 Change the name of the project and click“@avé.
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4.2.6 Delete projects
Projects can only be deleted if transponders and locks have been removed beforehand.

9 Click or‘Projects in the main menu.
1 Select the project that should be deleted and click Delete’.
1 Confirm that the project should be deleted.

4.3 Licence keys

Licence keys for certaisoftware modules are managed in the main menu undeicence’. A
licence extension is necessagyg.for additional LMS user&or the verification of the liceze key
an internet connection is necessary

9 Click orf‘'Licencesin the main menu.

M Click ori‘New'.

9 Place the card with the licence key on the USB desktop reader and clifead card
with licence key. Alternatively, you can enter the license key on the keyboard.

9 Click or‘Savé.

4.4 Systensettings
Click ort'System sttings’ in the main menu to change one of the following settings. Please note
that for some settings admin rights are required:

4.4.1 Change language
91 Click on the taliLanguagé&and select your preferred language.
T Click on “Save”

4.4.2 Proxysettings

If you run LMS in a corporate network that uses a proxy, you must specify the proxy so that
the LMS software can connect to the Internet. The licence key for the software LMS cannot
be verified without a valid internet connection.

Attention: Incorrect settings can mean that it is no longer possible to log on to the LMS.
Settings should be made when installing the LMS. Changes to the proxy settings should only
be made if there are changes to the network structure and by an experienced system
administrator.

4.4.3 User Interface / Manage backup alerts
In thetab "Userinterface” under the' Wtem settings i n t h e, yonaan deactivate u
and reactivate the warning about outdated backup copies.

Attention: A loss of the LMS database means that the locks contained in the database are
no longer accessible and therefore no configuration or authorization changes can be made.
The locks become unusable! It is therefore strongly recommended to create a current
backup and to keep it safe at the latest after programming new locks. It is therefore also
recommended to leave the Back-up warning activated.
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4.5 Import & Export ackup
Attention:

Deleting the LMS database will result in an unusable RFID reader unless the RFID system is reset
to factory defaults before the database is deleted. Regular backups are strongly recommended.
The software shows you a warning every two weeks if no backup copy has been made after
configuration or authorization change$his warning also appears each time the software is
restarted if a backup copy has not been made after creating a new T¢d&.function can be

deactivated in the warning window. To reactivate the warning see pbh8
You can import orxgort data as well as the entire database.

9 Click ori'Import / export’ in the main menu
1 The software will guidegu through the next steps.

& Import / Export Wizard -

‘C LEHMANN'

Select your option

Backup of the entire database or individual projects:

(o

Backup Restore

Import

s From Excel

Export
E-

o8 As Excel 8 As CSV

Figure Import / export

4.5.1 Backupofthe entire database or of individual projects

Here you can create or restore a complete backup of the entire database or individual projects.

Tocreate a backup of database or individual projects, proceed as follows

1 Click orf'Import / export’ in the main menu
1 Click or‘Backup.

1 Select the projects for which you want to create a backiip.save the entire

database, select all projects.

1 Select an export path where to save the backup @léck ori' Select filé. Enter a file

name for the backup file and clitBavé.
9 Ifrequired, enter a password to protect the backup file.
1 Click or‘Export.

To restore a database or individual projegisyceed as follows
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Click ort'Import / export’ in the main menu.

Click o' Restoré.

To select the file that should be imported, cli&elect Filé

If the backup file is protected with a password, enter the password.
Select one or more projects to be imported and click mmport”.

= =A =4 4 =4

ATTENTION: If more LMS users have been created in the imported project than you have
activated in your current LMS software, an error message appParsissions for the LMS
users on the imported project may need to be reassigned 4skand4.3).

4.5.2 Import from Excel)

Here you can import data from Exgcelg. for adding new transpondeighis is not possible for
restoring backup files.Click*Yes if you have dist with UIDsfrom existing transponderthat
should be usedn LMS.n this case, the transponders do not have to be placed on the USB
desktop reader when the transponder is added to LEBIly for later uage the transponder
must be placed once on a USB desktop reader to write the necessargdplii&ition datson

the transponder.

If no UIDof transponders are contained in the Excel file, clickia’. In this case, you must
place the transponders individually on the USB desktop reader when they are added.to LMS
You need a corresponding number of compatible transponders.

Import a listwith UIDs of transponders tde useed:

1 Click orf'Import / export’ in the main menu

9 Click or'FromExcel.

M1 ClickodYes* a n dl mphoernt “o.n
9 Click orf‘Open filé to select an Excel file

ATTENTION: The column headings in the list to be imported must all be the same
as in the following figure:

Import / Export Wizard - O X

LEHMANN

Import from Excel

Select a file to import

Open file

Please format the list according to the example and name all columns as shown, even when the column is empty:

A B C D E F G H I
1 Name* uip * PersonalNo Department Comment Building Floor Room Location
2 JohnDoe  04459102A65680 12345 Sales Main 1st 1-23
3 Jane Smith 04446B02A65680 3244 Sales Main 1st 1-24

= Next

Figure Required olumn headers when importing a ligith UID
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1 The compatible data is automatically imported into the project.

T You will find all imported data in the matrix or in the main menu under
“Tr an s p oBefdrethedransponders can be used, they must be placed once on
the USB desktop reader in order to save LMS application data on the transponder.

Import a listwithout UIDs from transponders

=

Click or'Import / export’ in the main menu
Click o' FromExcel.

Click or'No”, then click orf Import”.

Click or'Open filé to select an Excel file.

= =4 =4

ATTENTION: The column headings in the list to be imported must all be the same as
in the following figure:

4% Import / Export Wizard

LEHMANN

Import from Excel

Number of records in memory: 0

Select a file to import

Open file

Please format the list according to the example and name all columns as shown, even when the column is empty:

A B C D E F G H
1 Name * PersonalNo Department Comment Building Floor Room
2 JohnDoe 12345 Sales Main 1st 1-23
3 |Jane Smith 3244 Sales Main 1st 1-24

Location

= Next

Figure Required olumn headers when importing a ligithout UID

9 The number of found records is displayed. Click@ontinu€. If you still have data
in the memory, you can also click ext’ without reading in a file.

1 You will see the available names from thecelist.

1 Place atransponder on the USB desktop reader and select a hname by-dticikitey
it from the list. The programmingrocessof the transponder startautomatically

1 Repeat this process until you hapeogrammedall transponders and the list is
empty.

4.5.3 Export

For data export, theformats Excel and CSV are availabledata export does not replace a

backup and is not intended to create a backDpiring an export process, you can export LMS
users, transponders and locks of the current project.

1 Click orf'Import / export’ in the main menu

74



‘£l LEHMANN'

Click o' As Excelor “As CSV

First select the data to be exported.

Click o' Select Fileto set the export path and select a file nan@ick ori'Savé.
Click or'Export.

= =4 =4 =4

ATTENTION: Deleting the LMS database will result in an unusable RFID reader unless the lock
is reset to factory settings before the database is deleted. For this reason, backup copies are
stronglyrecommended.

4.6 LEGIC specific functions and information in LMS

When using LEHMANN LEGIC RFID systems in LMS, there are special configuration steps as well as
functions and informatiomvailable This mainly involves additional steps in the process of creating

a new project, configuring the USB desktop reader for the first timepmodrammingthe RFID
systems.The basic processes in the authorization management, in the configuration during
operation, and all other processes (e.g. replacement of lost transponders) remain unchanged and
can be found in the individual séahs of this manual.

4.6.1 Select LEGIC as the RFID technology in the project
If you are using LEHMANN LEGIC RFID systems in the LMS project, you must first make a change
in the project settings regarding the supported RFID technology. To do this, proceed as follows:

1 Click on "Project Settings" in the main menu.
9 Activate the "LEGIC advant" type in the "General Settings" tab.
1 Click on "Save".

LEHMANN S -

LEHMANN Management Software

Home

Mat 4 Edit project = a X

Transponders LEH MAN N

(@) Transponders
&3 Transponder groups Edit project

General settings Delete intervals Transponder types
Name ‘P oject 1

g d
- Type: O MIFARE DESFire

@® LEGIC advant

XA Program transponders
&4 Program locks
Import / export
[ Settings | X
&, LMS users
= Projects
£ Project settings
Licences
'\ System settings
@ Avout
User:  admin USB desktop reader: Project: | Project 1 v

Figure: Selection of RFl&chnology per project
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Only one RFID technology is supported within a project. Please note the supported transponder
types (see point 1.2.2)t is possible to use LEHMANN MIFARE® RFID systems in the first project
and LEHMANN LEGIC RFID systems in other projects.

4.6.2 Launch USB desktop reader with LEGIC SAM

After activating LEGIC advant under the project settings, the additional item "LEGIC" appears
in the main menu. Before LEHMANN LEGIC RFID systems or the corresponding transponders
can be programmed, the USB desktop reader must first be launched with@ BBGI. To do

this, proceed as follows:

T

T

Click

on

"Launch data wizard" in

data has been transferred.

t he
1 Place your LEGIC SAM transponder on the USB desktop reader and leave it there until the

LEHMANN -

LEHMANN Management Software

Logout

Home

Matrix

Transponders

(@) Transponders
(&) Transponder groups

Locks

& Locks
& Lock groups

Data transfer

& Program transponders
K& Program locks
Import / export

d

&, LMS users

= Projects
£ Project settings
Licences

S System settings

Info

4 Wizard to configure the USB desktop reader - a X

LEHMANN

Wizard to configure the USB desktop reader

Please place your “LEGIC System Authorization Media” (SAM) transponder on the USB tabletop reader and
leave it there during configuration.
Once the data has been copied into the USB desktop reader, you will be automatically forwarded to the
next step.

H Save %

Cancel

User:  admin

UsB desktop resder

Project: ‘ Project 1

Figure: Configuration of the USB desktop reader with LEGIC SAM (1)

Optionally, you can give the LEGIC SAM Stamp a name (e.g. la¢atietocks or project
name). This name is displayed under "Project Settings" in the "Transponder Types" tab and

in the main menu under "Transponder"” in the respective transponder settings.
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LEHMANN -

LEHMANN Management Software

Home

Transponders

(&) Transponders 4 Wizard to configure the USB desktop reader - [m] X
(5 Transponder groups

LEHMANN

Wizard to configure the USB desktop reader

The stamp of the SAM was stored in the USB desktop reader.
You can optionally assign a name. This is recommended when using another SAM. The name is displayed in LMS under Transponder Type.

Then click on "Save™.

Stamp: IBSNSEBZBWIOCABCCDDEEFF I

A Program transponders
&4 Program locks
Import / export Name: |Lenmann I

Type:  [LEGIC |

Size:

&, s users

= Projedts

&= Project settings
Licences

H Save % Cancel

S System settings

Info
@ about

User:  admin USB desktop reader: Project: ’ijec!'l—V‘
Figure: Configuration of the USB desktop reader with LEGIC SAM (2)

1 Click on "Save".

1 Several LEGIC SAMs can also be transferred to ads&®preader. To do this, repeat
the process.

1 You can nowrogramLEGIC transponders and assign authorisations. To do this, follow the
instructions in points 2.3.2 and 2.8.

In the event that a LEGIC SAM is to be deleted from the USB desktop reader, proceed as
follows:

T Click on ,Launch data wizard” in the main
1 Place the appropriate LEGIC SAM64 transponder on the USB desktop reader and leave it
there until the data in the USB desktop reader has been deleted.

In order b check whether the USB desktop readi@s beenconfiguredwith a LEGIC SAM
proceed as follows:

“

T Click on “System settings in the main me

T Click onSB hdee stkatbop,  eader ” in the window

1 In the table "Activated LEGIC SAMs on the USB desktop reader” you can see with which
SAM the USB desktop reader was configured.
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Edit settings — [m] X

LEHMANN

Edit settings

Proxy settings Language User Interface USB desktop reader
Desktop reader port: USB

Activated LEGIC SAMs on USB desktop reader

Zone Stamp
A 95-94-93-92-91-01-0C-AB-CC-DD-EE-FF

R

Figure: Configured LEGIC SAMs enUBB desktop reader

4.6.3 Program LEGIC RFID systems (transfer of LEGIC SAM63)
If LEGIC RFID systems should be used in LMS, the RFID systems must be configured with your
LEGIC SAM@sfore the locks can be programmed in LMS

Launch of RFID systems with LEGIC 8&&te programmingthem in LMS:

1 The RFID systems must be in factory delivery mode.

1 Hold the LEGIC SAMG63 in front of the RFID reader for approx. 2 seconds until you hear an
acoustic signal and a green flash on the LED of the RFID réaither RFID reader has
already been launched with a SAM, the LED flashes twice red and twice green with
simultaneous acoustic signals.

1 The RFID system can now fr@grammedinto the LMS software. To do this, follow the
instructions in points 2.3.1 or 2.9.1.

Launch of RFID systems with LEGIC &#évlprogrammingthem in LMSe.qg. if the LEGIC
stamp should be changed)

1 Follow the instructions in points 2.3.1 or 2.9.1pgimgramthe RFID systems.

1 After programming the RFID systems, the LEGIC SAM63 must be transferred to the
RFID system#s long as this has not taken place, all transponders areteejéy the
RFID system1The missing SAM transmission is shown with a warsyngpolin the
matrix and in the lock settings. Furthermore, in the overview of all locks (click on
"Locks" in the main menu), a "0" is shown in the "Stamps" column because no SAM
has been transferred yet.
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LEHMANN Management Software ot [m] X

LEHMANN -

LEHMANN Management Software

Matrix

Transponders
(3 Transponders
(@3 Transponder groups

& Llocks
& Lock groups

Data transfer

Transponders

Peter Schmidt

XA Program transponders
XA Program locks
Import / export

Transponders

Peter Schmidt

S, LMS users

= Projects
£ Project settings
Licences

< System settings

© avout
< >

User:  admin USB desktop reader: Project: | Project 1 v

Figure:Warning symbol if LEGIC SAM is not transmitted to the RFID system

Click on “Locks*® in the main menu.
Select the required locks in the overview of all locks click on "Edit".
Clickot he button ,LEGIC | aunch?” in the t

Click on'Data transfet in the main menu.

Place the smartphone with the opened app LEHMANN Data Transfer on the USB

desktop reader.

1 Hold the smartphone with the opened app LEHMANN Data Transfer in front of the
RFID reader of the corresponding lock. The lock is placed in a mode for 5 minutes in
which the LEGIC SAM63 can be transferred.

1 Hold the LEGIC SAM63 in front of the RFID reader for approx. 2 seconds until you
hear an acoustic signal and a green flash.

{ Hold the smartphone with the opened app LEHMANN Data Transfer in front of the
RFID reader of the corresponding lock (contrary to the instructions on the display).

1 Place the smartphone with the openegppLEHMANN Data Transfer on the USB
desktopreader and transfer the data to the LMS software. To do this, you must be in
the menu item "Data transfer".

1 The RFID system now accepts authorized transponders.

1 The warningsymbol in the matrihas disappeared and in the overview of all locks
(click on "Locks" in the main menu) there is r@\il" instead of "0" in the "Stamps"
column.

1 If the warningsymboland the "0" are stilllisplayedn the overview, hold the

smartphone with the openedpp LEHMANN Data Transfer in front of the lock's RFID

readeragain.Then place the smartphone with the opened app on the d&&top
reader and transfer the data to the LMS software. To do this, you must be in the
menu item "Data transfer'The warning symbol should have disappeared after the

= =4 =4 —a -1
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data transfer. Otherwise, please repeat the entire process again and make sure that
the data transfeiof the LEGIC SAMG63 to the RFID re@leonfirmed correctly.

4.6.4 LEGIC RFBysteme zurlcksetzen / LEGIC SAM l6schen

If the RFID system is completely reset to the fackmtyings(see point 2.9.4), the

information that was previously transferrday using the LEGIC SAMG63 is also deleted. The
RFID system is again in the facteeftings mode

It is possible to delete the previously trdesed information from the LEGIC SAM
transponderin the RFID system (reasons: e.g. wrong LEGIC SAM transmitted; locks should
receive a new LEGEAM). The LEGIC SAM64 is required for this.

TheRFID system hamt yet beenprogrammed The LEGIC SAM63 was transfetcethe
RFID reader in the factory settings mode

T Hold the LEGIC SAM®64 in front of the RFID reader for approx. 2 seconds until you
hear three acoustic signals agdu seethree red flashedn the LEDIf no LEGIC
SAMG63 has been trafesred beforehand, the LED flashes twice red and twice green
with simultaneous acoustic signals.

1 A LEGIC SAM63 can now be transfeteetthe RFID readeiTo do this, follow the
instructions in poin#.6.3

TheRFID system is alreapgyogrammedin the LMS software:

T Click on “Locks” in the main menu.

9 Select one or more locks in the overview of all locks and click on "Edit".

T Click on the tab “More optiedsbyah®Kt hen

T Click on “Data transfer?® in the main menu

1 Place the smartphone with the opened@pEHMANN Data Transfer on the USB
desktopreader.

1 Hold the smartphone with the openeappLEHMANN Data Transfer in front of the
RFID reader of the corresponding lock. The lock is set for 5 minutes in a mode in
which the relevant data on the RFID readan beremovedby using LEGIC SAM64.

1 Hold the LEGIC SAM64 in front of the RFID reader at the lock for approx. 2 seconds
until three acoustic signals and three red flashes are emitted.

1 Hold the smartphone with the opened app LEHMANN Data Transfer again in front
of the RFID reader of the lock (contrary to the instructions on the display).

1 Place the smartphone with the openegppLEHMANN Data Transfer on the USB
desktopreader and transfer the data to the LMS software. To do this, you must be in
the menu item "Data transfer".

1 The RFID systedoes notacceptany transpondegany longer.

1 A warningsymbolis displayedext tothe locknamein the matrix In the overview of
all locks (click on "Locks" in the main menu) there is now a "0" instead of "1" in the
"Stamps" columnif this is not the case, hold the smartphone with the opeapg
LEHMANN Data Transfer in front of the RFID reafidgre lock Then place the
smartphone with the opened app on the U8&sktopreader and transfer the data to
the LMS software. To do this, you must be in the menu item "Data transfer"
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1 A LEGIC SAM63 can now be transferred to the RFID reader. To do this, follow the
instructions in poiné.6.3

4.7 Updating theLEHMANN Management Software
If the PC or laptop on which the LMS software is installed is connected to the Internet, you will
automatically receive notification of updatd$you wish, you can check for updates manually:

9 Click ori* About’ in the main menu.
1 Click ori'Searchfor updates.

4.8 Time settings in the RFID systems

When the RFID systems are initialised by using the smartphone and the app LEHMANN Data
Transfer, the time is transferred to the RFID systems. A correct time setting is necessaryfor time
depending functions, as opening and closing is otherwisgaossible Pay attention to the correct

time zone in the settings of the RFID systéeee2.9.2). The time is transmitted directly from the
serverfor locks in online mode.

Attention when changing the batteries: Hold the smartphone with the open App LEHMANN
Data Transfer in front of the RFID reader of the lock, where a battery change has been carried
out in order to update the time. For RFID systems with tdependent functions, a correct
operation is otherwisaot possible

4.9 Data protection

The software is not operated on behalf of a customer by LEHMANN. Furthermore, LEHMANN does
not manage or store any user data as part of the LMS software or the app. The customer is
responsible for the wgeand operation of the software. It is expressly mentioned that the buyer
respective the user of the software is responsible for the legally compliageacs the software

and must comply with the countrgpecific laws. This applies in particular to the data protection
requirements and participation rightof the users of the LMS software or the users of the RFID
systems.Of course, in addition to the corresponding deletion functions of personal data, the
software also offers further technical and organizational measures to enable the requirements of
the General Data Protection Regulation (DSGVO) to be implemented. Tivarsoif installed by

the customer withint h e ¢ u sSIT ifrasiructure, which means that all data remainghe
responsibilityof the customer.

4.10App LEHMANN Data Transfer

For Android and NFénabled smartphones, the LEHMANN Data Transfer app is available on
Google PlayStore. With the app you can exchange data between the LEHMANN Management
Software LMS and the LEHMANN RFID Systems. Note that the NFC functionality mabtdze en
and the LEHMANN Data Transfer app must be open.

Information about the operation of the app LEHMANN Data Transfer can be found in the menu
of the app under the iterfiHelg'.

81



‘£l LEHMANN'

A yellow arrow (left arrovdirection) in the app means that a data transfer with the LEHMANN
Management Software is necessary (Ses).2.

A green arrow (right arrow direction) in the app means that a data transfer at the RFID lock is
necessary (see 2.

When transferring data to the RFID reader, hold the smartphone with the opened app in front of
the RFID reader of the lock. Hold the smartphone in such a way that the NFC antenna of your
smartphone is centered in front of the RFID readienecessary, check the operating instructions
of your smartphone where the NFC antenna is localdw data exchange is indicated on the
display by a symbol. Keep the smartphone in front of the RFID reader of the lock during the
entire data transfer until you see a greeheck mark.

For the data transfer at the USB desktop reader, first clickdata transfet in the LEHMANN
Management Software. Place the smartphone with the agzkapp on the USB desktop reader.

Make sure that the NFC antenna of the smartphone is centered on the USB desktop reader.
Leave the smartphone on the USB desktop reader during the entire data trankéedata

exchange is displayed on your smartphone as well as in the LEHMANN Management Software. If
necessary, check the operating instructions of your smartphone where the NFC antenna is
located.

If data is displayed in the app that cannot be processed, this data can be deleted in the app in the
menu item*“Delete all data.
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5 Chapterb: Operations ofhe RFID systems

5.1 Acoustic and optical signals of the RFID systems
The RFID systems have acoustic and optical signals, which are differentiated as follows:

Optical signals Acoustic signals
[ Short flashing " Short
I [ ong flashing ")) Long

5.2 Use of Installation carghot applicable for CAPTOS central)

During installation, one or more installation cards can be used. The installation cards are ready for
immediate use and do not have to be programmed. With the installation cards, the basic functions
(opening and closing) can be carried out on the lock. ilB®llation card cannot be used any
longer on a lock once the RFID system has been initialized in the LMS soitaréhe lock has

been reset to the factory settings, the installation card is valid again.

Closing

Installation

()

Hold the installation card
in front of the reader. ‘3 ‘3

Opening

Installation

C ]

Hold the installation card
in front of the reader. *’

5.3 Programmingranspondes (usercard9
Informationabout adding transponders can be found2i.2, 3.3.2, 2.8.1 and 3.8.Information
about permissions can be found2m3, 2.6, 2.72.9, 3.3, 3.6, 3.7 and 3.9
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5.4 Closing and opening

Closing
Hold the user card
in front of the reader. " "
Hold the user card
in front of the reader. ‘3
Rejection of an unauthorised user card
I8
= Unauthorised user card is I BN
held in front of the reader.
k) b b
The card is rejected. ‘ ‘ ‘

5.5 Emergency opening

In order to carry out armergency opening, assign the authorisation for the lock to be opened to
a transponder that is already available in the projéctormationabout permissionsan be found
in2.3,2.6,2.7,2,9, 3.3, 3.6, 3.7 and 3.9.

5.6 Emergency power supplgnly for battery operated locks)

If the batteries are completely discharged and you cannot reach the battery compartment inside
the furniture, you still have the option of obtaining an emergency power supply if you have an
external RFID readeifo do this, you can use a standard power bank (additional rechargeable
battery) with a USB port complying with the USB 2.0 standard. A micro USB Type B connector is
required for the emergency power supply of the RFID reader. Use the emergency powsr suppl
only for a short period of time for the oreff opening of a lock. Before use, it is essential that you
should read the operating instructions of the power baRlease proceed as follows:

9 First remove the protective rubber cap on the micro USB port on the underside of the RFID
reader.

1 Connect the charged power bank to the RFID reader using the micro USB port.

1 Please take account of the operating instructions of the power bank, e.g. for starting and
ending the charging process.

1 Please do not perform any further actions until the RFID reader gives an acoustic and a visual
signal (see@coustic and visual signals when inserting the batteries).
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Then open the lock with an authaed transponder card.

Then carefully disconnect the power bank from the RFID reader.

Replace the protective rubber cap on the midd&B port of the RFID reader.
Replace the batteries in the lock (sggerating instructions of the RFID sysiem
Perform a function test (opening and closing) while the furniture is open.

= =4 =4 4 =4

RFID reader LO33-A01 RFID reader LO33-A02

Micro USB port for
emergency power supply
and firmware updates

Online locks areonnected with a controller and get power supply via the controtmwever, if
this energy supply fails, for examplee toa power failureor due toa defective power supply
unit etc., then the locks can no longer be operated. This should be taken into account and, if
necessary, an emergency power supply system can significantly increase reliability. The
components used, such as power supplies androtiars, should be placed in such a way that
they can be quickly replaced in the event of a defect
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